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"T out c e qui a pu se dir e c ontr e la scienc e ne saur ait fair e oublier

que la r e cher che scienti�que r este, dans la dé gr adation de tant

d'or dr es humains, l'un des r ar es domaines ou l'homme se c on-

tr ôle, s'incline devant le r aisonnable, est non b avar d, non violent

et pur. Moments de la r e cher che c ertes c onstamment interr om-

pus p ar les b analités du quotidien mais qui se r enouent en dur é e

pr opr e. L e lieu de la mor ale et de l'élévation ne se tr ouve-t-il p as

désormais au lab or atoir e ?"

Emman uel Levinas (Le Monde, 19/20 mars 1978)

iii



iv



A c kno wledgemen ts

First and foremost, I w ould lik e to thank m y sup ervisor Prof. Serge V aude-

na y , his outstanding care and concern for studen ts is exemplary . I am also

grateful to Matthieu Finiasz for his assistance and man y L

A

T

E

X tips.

I address man y thanks to Willi Meier for his relev an t remarks and kind-

ness, and to his studen t Simon K¶nzli for fruitful discussions ab out TCHO .

My o�cemates Salv atore Bo cc hetti, Jean Monnerat, Florin Osw ald, and

Raphael Phan shall also b e men tionned here, for their sp oradic help and

constan t sympath y .

On the p ersonal side, I am deeply indebted to m y paren ts for making

this expatriation p ossible, and �nally m y most tender thanks go to P aula,

for her supp ort.

v



Abstract

This w ork is based on the public-k ey stream cipher TCHO designed b y Fini-

asz and V audena y , whic h relies on the hardness of �nding a lo w-w eigh t m ul-

tiple of a giv en high-degree p olynomial o v er the �eld F2 of arbitrary w eigh t,

and on the noisy deco ding of the linear co de spanned b y a linear feedbac k

shift register (LFSR). The encryption pro cedure is non-deterministic: it in-

v olv es t w o LFSR's, and a source of random bits of a giv en bias, whereas

decryption consists in an exhaustiv e searc h algorithm and simple linear al-

gebra op erations.

Un til no w, stream ciphers w ere only symmetric, and asymmetric sc hemes

w ere somewhat di�cult to emplo y in constrained en vironmen ts, lik e p ortable

devices or passiv e RFID tags. In that sense, a secure public-k ey cryptosystem

with stream cipher-lik e design w ould b e a breakthrough.

W e �rst implemen t TCHO in soft w are with a high-lev el language, and

create sev eral algorithms to compute a pseudo-random bitstream of giv en

bias from a source of uniformly distributed random bits. W e also adapt an

optimized algorithm computing the output of a large LFSR, and brie�y study

the problem of testing the primitivit y of a high-degree p olynomial o v er F2 .

Exp erimen tal results stress out a prohibitiv e k ey generation and decryption

time, in addition to limitations on the length of a plain text, and a to o high

failure probabilit y in decryption.

Then, b y viewing the encryption as the comm unication of a co dew ord

of some cyclic linear co de o v er a binary symmetric c hannel, w e generalize

the construction and create deriv ed sc heme, called TCHO2 . W e suggest to

use other co des than arbitrary LFSR ones, and study the remark able case

of blo c k rep etition co des, whic h allo w a decryption algorithm exp onen tially

faster, along with a sharp estimation of the error probabilit y .

W e pro v e the seman tic securit y of b oth TCHO and TCHO2 , and pro-

p ose t w o h ybrid constructions to build an IND-CCA secure system. W e also

in tro duce a new adv ersary mo del ( ICCA ), w eak er than CCA , and study a

construction for whic h TCHO2 is IND secure in this mo del. Ev en tually , w e

exhib secure asymptotic parameters, and compare to RSA.

In the ultimate c hapter, w e presen t some w eaknesses of the pseudo-

random generator ISAA C.

P art of this w ork lead to a submitted pap er.
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Résumé

Ce tra v ail est basé sur un nouv eau système à clé publique prop osé par Finiasz

et V audena y , p ossédan t une construction de c hi�remen t de �ux propice à

une implan tation matérielle, se démarquan t ainsi des systèmes asymétriques

couran ts nécessitan t des op érations arithmétiques non triviales, banissan t de

ce fait l'utilisation de proto coles basé sur des sc hemas asymétriques dans

certains en vironnemen ts, comme les tags RFID passifs.

La sécurité du système rep ose essen tiellemen t sur la di�culté de retrouv er

un m ultiple de p oids faible d'un p olynôme de haut degré et de p oids quel-

conque sur le corps F2 . L'algorithme de c hi�remen t est non-déterministe, et

nécessite deux LFSR ainsi qu'une source de bits pseudo-aléatoires d'un biais

donné. Le déc hi�remen t consiste en un algorithme de rec herc he exhaustiv e

et de simples op érations d'algèbre linéaires.

Nous implémen tons tout d'ab ord TCHO dans un langage de haut niv eau ;

plusieurs algorithmes son t crées p our la pro duction de la séquence pseudo-

aléatoire, et un algorithme optimisé est adapté p our le fonctionnemen t de

LFSR longs de plusieurs milliers de bits. Exp erimen talemen t, le temps d'une

génération de clé et d'un déc hi�remen t s'a v èren t prohibitifs, de plus certaines

limitations sur la taille d'un message clair, ainsi qu'une probabilité d'erreur

non négligeable dans le déc hi�remen t et une grande expansion du c hi�ré,

renden t le système in utilisable en pratique.

Nous prop osons ensuite une v arian te, nommée TCHO2 , réduisan t exp o-

nen tiellemen t le temps de déc hi�remen t, p our laquelle nous calculons pré-

cisemen t le taux d'erreur. La sécurité séman tique de ce nouv eau système est

prouv ée sous certaines h yp othèses, et nous prop osons deux constructions h y-

brides garan tissan t l'indistinguabilité des c hi�rés dans des attaques à c hi�ré

c hoisi adaptiv es. Un nouv eau mo dèle d'adv ersaire est présen té ( ICCA ), dans

lequel nous étudions la sécurité de TCHO2 et certaines de ses v arian tes. Fi-

nalemen t, nous étudions le comp ortemen t asymptotiques des paramètres du

système, et comparons a v ec RSA.

En�n, le dernier c hapitre présen te plusieurs faiblesses observ ées sur le

générateur pseudo-aléatoire ISAA C.

Une partie de ce tra v ail a donné lieu à un article soumis à publication.
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Note: Comme il est d'usage à l'EPFL, le rapp ort est rédigé en anglais,

p our une meilleure accessibilité.
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Notations

Notation Name

Z set of in tegers

P set of prime n um b ers

Fq �nite �eld with q elemen ts

Fq[X ] ring of p olynomials o v er Fq

Fn
2 v ector space of dimension n o v er F2

M d d-th Mersenne n um b er: 2d � 1

Pr[E ] probabilit y of the ev en t E , with con textual probabilit y la w

Pr[F jE ] probabilit y of the ev en t F conditioned to E 's o ccurrence

 a�ectation

$ � randomized a�ectation (uniform la w)

bxc �o or: maxf njn � x; n 2 Zg

dxe ceil: minf njn � x; n 2 Zg

bxe nearest in teger: n 2 Z , 8k 2 Z; jx � nj � j x � kj

x=y division op eration

xjy division predicate: 9z; x � z = y

gcd(x; y) greatest common divisor of x and y

e the transcenden tal n um b er: e =
P

n� 0
1
n! � 2:7182818

logx binary logarithm: log2 x
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ln x natural logarithm: loge x

n! factorial:

Q n
k=2 k

� n
k

�
binomial co e�cien t:

n!
k!(n� k)!

Poly (n) some p olynomial function in n

M y
transp ose of the matrix M

deg(P) degree of the p olynomial P

ord (P) order of the p olynomial P : minf k; X k � 1 mod Pg

w p(P) w eigh t: n um b er of non-zero co e�cien ts of the p olynomial P

xjjy concatenation of the bitstrings x and y

w h(x) Hamming w eigh t: n um b er of non-zero bits in the bitstring x

x � k bitstring x left-shifted of k bits �à la C� (neither circular nor expanding)

L P LFSR with feedbac k p olynomial P

L P (x) idem , but initialized with the bitstring x

SL P (x) bitstream generated b y L P (x)

S
 random bitstream with bias 


S`
bitstream S truncated to its �rst ` bits

P 
 S pro duct of a p olynomial and a bitstream

O (g(n)) asymptotic upp er b ound: f (n) = O (g(n)) () 9 c > 0; jf (n)j � cjg(n)j


( g(n)) asymptotic lo w er b ound: f (n) = O (g(n)) () 9 c > 0; jf (n)j � cjg(n)j

o(g(n)) asymptotically negligible: f (n) = o(g(n)) () lim n!1
f (n)
g(n) = 0
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Chapter 1

Preliminaries

This c hapter in tro duces the bac kground kno wledge required to understand

the dev elopmen ts follo wing. The reader familiar with cryptology ma y skip

most of the c hapter.

1.1 T erminology

The logarithm in base 2 is denoted log, and the natural logarithm ln . The

�o or and ceiling of a real n um b er r are resp ectiv ely denoted br c and dr e,

while the nearest in teger is denoted br e.

An elemen t of F2 is called a bit hereafter. An elemen t of Fn
2 is called a

bitstring , where n ma y b e �nite or in�nite. Its length jxj is its n um b er of

bits. Its Hamming weight w h(x) , or simply weight , is its n um b er of ones.

The Hamming distanc e b et w een t w o bitstrings x and y of equal length is the

n um b er of p ositions where x and y di�er. The concatenation of x and y is

xjjy . The sum o v er F2 is denoted + , and the pro duct � or � . A bitstring

x can b e written (x1; x2; : : : ; xn ) , and (0; : : : ; 0) can simply b e denoted 0.

The sum of t w o bitstrings of equal length returns a bitstring, and is de�ned

as a sum comp onen t b y comp onen t. It is sym b olized as the usual addition

b y the sign + , w e will sometimes use the neologism �to xor� to denote this

op eration. A bitstr e am is a bitstring of p oten tially in�nite length pro duced

b y some device or bit source, and shall b e denoted b y the sym b ol S with

con textual subscript. The sym b ol S`
refers to the bitstream S truncated to

its �rst ` bits.

Elemen ts of the ring F2[X ] are simply called p olynomials hereafter. T o

ligh ten notations, a p olynomial P(X ) is written P . The degree of a p olyno-

mial P is denoted deg(P) , and its weight w p(P) is its n um b er of non-zero

co e�cien ts.

If w e sp eak ab out r andom bits, or random sequence, etc. , it is either

uniform or non-uniform randomness, and sp eci�ed only where the meaning

can b e am biguous. When no probabilit y ditribution or space is sp eci�ed,

1



r andomly chosen means randomly c hosen among all the ob jects of that kind,

with resp ect to a uniform probabilit y la w. W e ma y simply call uniform bits

a sequence of uniformly distributed random bits, and biase d bits a sequence

of random bits with a certain bias.

The statistic al distanc e b et w een t w o probabilit y ensem bles D1 and D2

o v er f 0; 1gn
is de�ned as

D =
X

x2f 0;1gn

j Pr
D 1

[x] � Pr
D 2

[x]j:

W e shall use the acron yms CCA , CP A , IND , NM , and O W , resp ectiv ely

standing for the usual notions of adaptiv e c hosen ciphertext attac k, c ho-

sen plain text attac k, indistinguishabilit y , non-malleabilit y , and one-w a yness.

Corresp onding de�nitions are recalled in a further section.

Finally , w e in tro duce the natural v alues ceasy and chard , c hosen suc h that

an algorithm of time complexit y b elo w 2ceasy
is considered as feasible, but

in tractable o v er 2chard
(c ho osing ceasy = 40 and chard = 80 seems reasonable

to da y).

1.2 Information and co ding

W e recall that the length n of a co de C is the �xed n um b er of sym b ols of

a co dew ord, while the distanc e d of a co de (or minim um distance) is the

minimal Hamming distance b et w een t w o co dew ords. W e will only consider

binary co des, i.e. , where the alphab et is f 0; 1g.

In tro duced in 1948 b y Claude E. Shannon [Sha48 ], information theory

is strongly related to co ding and deco ding problems, some of its results are

essen tial in the securit y of TCHO . In Shannon's theory , an y information can

b e co ded as a sequence of bits, so as to b e transmitted from an tr ansmitter

(enco der) to a receiv er (deco der) o v er a c ommunic ation channel , whic h ma y

b e noise d . W e consider the mo del of the binary symmetric c hannel: eac h bit

sen t is mo di�ed with a giv en probabilit y , unc hanged otherwise, and no bit is

added nor deleted. A random source can b e de�ned b y its bias :

De�nition 1. A r andom sour c e of bits with bias � 1 � 
 � 1 pr o duc es a

zer o with pr ob ability p
 = ( 
 + 1) =2 (and a one with pr ob ability 1 � p
 ).

That is, 
 is equal to the di�erence b et w een the probabilit y to output

a zero and the probabilit y to ouput a one. W e can limit us to the case of

p ositiv e biases without loss of generalit y .

De�nition 2. The amount of r andomness, or information en trop y , of a

r andom bitstring of length ` with bias 
 is

` � H (p
 )

2



wher e H (p
 ) is the information entr opy function:

H (p
 ) = � p
 logp
 � (1 � p
 ) log(1 � p
 )

It th us captures the concept of information con tained in a random bit-

string, b y measuring its lev el of uncertain t y

1

.

De�nition 3. The rate of a c o de of �xe d length n and m wor ds is the value

R =
logm

n

Clearly , R � 1 (w e cannot ha v e more than 2n
distinct w ords in a co de of

length n ). Hence a co de reac hes R = 1 when no redundancy has b een added

in the co de, in this case no error can b e detected.

De�nition 4. The capacit y of a binary symmetric channel noise d with bias


 is the value

C
 = 1 + p
 logp
 + (1 � p
 ) log(1 � p
 );

Informally , the c hannel capacit y , is the amoun t of discrete information

that can b e reliably transmitted o v er a c hannel.

This fundamen tal theorem states a b ound on the abilit y to deco de on a

noisy c hannel (see [Sha48 ] for the pro of ):

Theorem 1 (Shannon, informal) . L et us b e given a channel of c ap acity C,

with information tr ansmitte d at a r ate R . Ther e exists a way to de c o de with

an arbitr ary smal l err or pr ob ability if and only if R < C .

W e no w de�ne a broadly used family of co des.

De�nition 5. A linear co de of length n is a subsp ac e of Fn
2 . The dimension

of this subsp ac e is c al le d the dimension of the c o de, and usual ly denote d k .

If the c o de has distanc e d, it is c al le d a (n; k; d) linear co de .

As a consequence, an y linear co de has a n � k gener ator matrix G of full

rank, and an y matrix ro w equiv alen t to G also generates the co de.

De�nition 6. A line ar c o de C of length n is cyclic if, for any c = ( c1; : : : ; cn ) 2
f 0; 1gn

,

c 2 C ) (cn ; c1; : : : ; cn� 1) 2 C:

W e no w giv e some results on the abilit y to detect and correct errors;

b y considering the spheres cen tered on eac h co dew ord ( i.e. all the w ords

at a giv en distance from a giv en co dew ord), the follo wing theorem is quite

in tuitiv e:

1

The story go es that Shannon did not kno w ho w to call this measure, so he ask ed V on

Neumann, who said �Y ou should call it en trop y ( : : : ) [since] no one kno ws what en trop y

really is, so in a debate y ou will alw a ys ha v e the adv an tage�, see [TM71 ] for more details.

3



Theorem 2. A c o de of distanc e d c an c orr e ct up to bd� 1
2 c err ors.

Pr o of. The spheres of radius bd� 1
2 c cen tered on eac h co dew ord do not o v er-

lap, th us an y co dew ord with at most this amoun t of errors b elongs to a single

sphere, and deco ding only consists in c ho osing the cen ter of this sphere.

The follo wing b ounds on linear co des are giv en without pro of.

Theorem 3 (Hamming) . If C is a (n; k; d) line ar c o de, with d = 2 t + 1 or

2t + 2 , then

jCj
tX

i =0

�
n
i

�
� 2n

Theorem 4 (Singleton) . F or any (n; k; d) line ar c o de, d � n � k + 1 .

Those de�nitions are the minimal requiremen ts for the understanding of

the co ding related parts of this rep ort, for further theory one can refer to the

reference [Rom92 ], [HWL

+
91 ] for a concise in tro duction to the sub ject, or

ev en [MS77] for an in termediate approac h, also dealing with pure information

theory .

1.3 Stream ciphers

1.3.1 Generalities

Stream ciphers used to b e symmetric ciphers, pro ducing a bitstream (called

the keystr e am ) de�ned b y the secret k ey , com bined with the message to build

the ciphertext, and can th us b e depicted as keystr e am gener ators , devices

pro ducing a random lo oking bitstream from a certain k ey . The com bination

is the most often de�ned as a simple X OR, but more general de�nitions exist.

Stream ciphers can often b e seen as pseudo-r andom gener ators . The stream

cipher paragon is the V ernam cipher [V er26 ], pro v ed unconditionnally secure

b y Shannon in 1949, under the condition that eac h random sequence is used

only once, in tro ducing the notion of p erfe ct se cr e cy . One can w onder wh y

w e do not simply use pseudo-random generators as stream ciphers; the main

di�erence is that stream ciphers' bitstreams m ust b e de�ned b y a unique k ey ,

b elonging to a large enough k ey space, satisfy sev eral statistical prop erties

to b e declared cryptographically secure, and reac h go o d hardw are and/or

soft w are p erformances so as to b e e�ectiv ely used.

Stream ciphers can b e either sync hronous or self-sync hronous: in the

�rst case, the k eystream only dep ends on the k ey , whilst in the second it

also dep ends on the previous encrypted bits (for example, the CFB op eration

mo de of blo c k ciphers). Some famous stream ciphers are A5/1 (used in GSM

encryption), E0 (used in Blueto oth proto col), R C4 (used in SSL and WEP),

SEAL, SOBER, SNO W, Phelix, etc.
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1.3.2 The linear feedbac k shift register

The linear feedbac k shift register (LFSR) is a structure widely used in the

design of stream ciphers, either in its original form, or under v arian ts lik e the

self-shrinking generator [MS94] or the Galois LFSR. Here, after short pre-

liminaries, w e in tro duce our formalism and state some remark able prop erties

of the LFSR and its outputs.

On p olynomials

W e call binary p olynomial an elemen t of the ring F2[X ]. Eac h binary p oly-

nomial can b e written under the normal form

1X

i =0

ci X i ;

where the n um b er of non-zero co e�cien ts is �nite. W e will only deal with

binary p olynomials, and simply call them p olynomials.

These t w o routine de�nitions are essen tial for the follo wing dev elopmen ts:

De�nition 7. The order of P 2 F2[X ] is the smal lest inte ger k � 1 such

that X k � 1 mod P .

De�nition 8. P 2 F2[X ] is said to b e primitiv e if its or der is 2deg(P ) � 1
(the maximal p ossible or der for this de gr e e).

More precisely , an irreducible p olynomial of degree d is said to b e prim-

itiv e if its ro ot in the splitting �eld F2d is a generator of the m ultiplicativ e

group F?
2d .

The next prop osition is just the application of a famous theorem of La-

grange:

Prop osition 1. The or der of any irr e ducible binary p olynomial P of de gr e e

d divides 2d � 1.

Corollary 1. If 2d � 1 is prime, then any irr e ducible binary p olynomial of

de gr e e d is primitive.

De�nition

A binary LFSR L P of length n is a device aimed at pro ducing a bitstream,

comp osed of a register of n bits (si ; : : : ; si + n� 1) , and a linear feedbac k func-

tion, c haracterizing the up date the register. W e only consider LFSR's where

the register v alues are elemen ts of F2 , but one can also build LFSR's on Fq ,

for some q = pn
, p 2 P. The register con ten t is usually called the state

of the LFSR, and (s0; : : : ; sn� 1) the initial state , whic h en tirely determines

the bitstream pro duced. The feedbac k function is de�ned b y a p olynomial
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P =
P 1

i =0 pi X i
of degree n , called the fe e db ack p olynomial , of degree equal

to the LFSR length. The o�sets where P has non-zero co e�cien ts are of-

ten called taps . The up date of the state is describ ed b y the follo wing linear

op eration

2

:

0

B
B
B
B
B
B
B
@

si
.

.

.

.

.

.

.

.

.

si + n� 1

1

C
C
C
C
C
C
C
A

y 0

B
B
B
B
B
B
B
@

0 0 : : : 0 p1

1 0 : : :
.

.

. p2

0 1
.

.

.

.

.

.

.

.

.

.

.

.

.

.

. 0 pn� 1

0 : : : 0 1 pn

1

C
C
C
C
C
C
C
A

=

0

B
B
B
B
B
B
B
@

si + 1
.

.

.

.

.

.

.

.

.

si + n

1

C
C
C
C
C
C
C
A

y

;

and so the bitstream pro duced with an initial state x 2 Fn
2 is

SL P (x) = ( s0; : : : ; si ; : : : ):

A LFSR is a w eak source of random information; bits are strongly cor-

related, and the sequence is condemned to b e ultimately p erio dic, since the

n um b er of distinct states is �nite: only 2n � 1 (the all-zero state is dis-

carded). A LFSR is called optimal when its p erio d is maximal, i.e. equal

to the n um b er of p ossible non-zero states. By represen ting the k eystream

as a generating function, some routine calculus leads us to the follo wing

prop osition (one will refer to an y go o d b o ok or lecture notes for the pro of ):

Prop osition 2. The p erio d of a LFSR is e qual to the or der of its fe e db ack

p olynomial.

Corollary 2. A LFSR of size n achieves its maximal p erio d 2n � 1 if and

only if its fe e db ack p olynomial is primitive.

Th us for an y non-zero initial state, if the feedbac k p olynomial is primiv e,

then all the non-zero states will app ear in a p erio d.

Prop erties of the bitstream

De�nition 9. The pr o duct of a binary p olynomial K =
P 1

i =0 ki X i
of de gr e e

d and a bitstr e am Sd+ N = ( s0; : : : ; sd+ N � 1) is de�ne d as

K 
 S d+ N = ( s0
0; : : : ; s0

N � 1)

with

s0
i = si k0 + si +1 k1 + � � � + si + dkd:

2

One ma y also �nd in literature di�eren t formalisms where the p olynomial is rev ersed,

i.e. , where it is the recipro cal of the c haracteristic p olynomial of the recurrence, but b oth

are canonical, and equiv alen t.
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The op erator th us de�ned is distributiv e o v er the bitstring sum and the

p olynomial sum, it v eri�es

(PQ) 
 S = P 
 (Q 
 S ) and P 
 S L P (x) = 0

for all P; Q 2 F2[X ], an y bitstream S , and an y bitstring x of length deg(P) .

As a consequence w e ha v e:

F act 1. 8P; Q 2 F2[X ] with non-zer o c onstant term, 8R 2 F2[X ], 8x 2
Fdeg(P )

2 , 8y 2 Fdeg(Q)
2 ; 8` > deg(QR) ,

(QR) 
 (S`
L P (x) + S`

L Q (y) ) = ( QR) 
 S L `
P (x) :

This result will b e used to "delete" a LFSR bitstream, in the decryption

pro cedure of TCHO . W e no w state a bridge with co ding theory:

F act 2. L et P b e a p olynomial of de gr e e dP . The set fS `
L P (x) ; x 2 Fd

2 g is a

cyclic line ar c o de of length ` and dimension at most 2d
.

Securit y of LFSR-based stream ciphers

In practice, one nev er uses the textb o ok LFSR as a stream cipher, but one or

sev eral LFSR's com bined with non-linear op erations, suc h as p erm utations,

b o olean functions with high algebraic degree, or more exotic constructions.

Examples classical design tec hniques are the non-linear com bination gener-

ator, the non-linear �lter generator, or the clo c k-con trolled generator.

Basically , the goal of an attac k er is to reco v er all or part of the initial

state of the LFSR (or an y information related), from a source of information

dep ending on the securit y mo del considered. Generally , an attac k is p er-

formed when a few bits of the k eystream are kno wn, successiv e or not. Note

that an attac k er gains nothing in c hosen ciphertext attac k compared to a

c hosen plain text attac k or a kno wn plain text attac k, since the information

obtained on the secret (the k eystream bits) is exactly the same (this stands

only when the com bination can b e in v ersed, e.g. if it is a simple X OR). The

problem of �nding the minimal p olynomial pro ducing a giv en LFSR stream

has also b een in v estigated, and lead to the w ell-kno wn Berlek amp-Massey

algorithm [Ber68 ].

Brute force attac ks Assuming that the construction do es not allo w us to

easily recompute the initial state of a LFSR from all or part of the k eystream,

the �rst naiv e attac k to retreiv e this secret is the try-and-test approac h, the

so-called exhaustive se ar ch . A secure stream cipher is often de�ned as one

where it is the b est p ossible attac k, the Grail of cryptographers. The a v erage

time complexit y of this attac k is clearly in 
(2 n� 1) , where n is the n um b er

of secret bits. As usual, time-memory trade-o� can reduce this cost ( cf.

dictionary and co deb o ok attac ks).
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Correlation attac ks This famous attac k w as disco v ered b y Siegen thaler

in 1985 [Sie86 ], then impro v ed b y Meier and Sta�elbac h [MS88] who pre-

sen ted it as a deco ding problem; the general idea is to �nd a statistically

biased distribution b et w een the k eystream and a bitstream pro duced b y

another source, t ypically a LFSR. It can lead for example to reduce the

attac k to the noisy deco ding of the co de spanned b y another LFSR. Sev-

eral deco ding algorithms ha v e b een prop osed; maxim um lik eliho o d, Gal-

lagher's iterativ e deco ding of lo w-densit y parit y-c hec k co des, turb o co des,

etc. In particular, correlation attac ks w ere used to attac k the widely used

E0 [L V04a , Ekd03 , HN99], and ev en the R C5 blo c k cipher [MNT02].

Other attac ks Belo w, for historic purp oses, w e giv e a non-exhaustiv e list

of kno wn attac ks on stream ciphers (LFSR-based or not):

� k ey reuse (mediev al),

� correlation (Siegen thaler, 1984),

� guess-and-determine (Gün ter, 1988),

� resync hronization (Daemen et al. , 1993),

� time-memory tradeo�s (Babbage, 1995),

� bac ktrac king (Golic, 1997),

� algebraic (Shamir et al. , 1999),

� side c hannel (K o c her et al. , 1999),

� binary decision diagrams (Krause, 2002).

1.4 Public-k ey cryptograph y

Public-k ey cryptograph y w as disco v ered b y Di�e and Hellman [DH76] in

1976

3

. Since, dozens of cryptosystems app eared, based on hard problems lik e

in teger factorization, discrete logarithm, lattice reduction, knapsac ks, etc. ,

in v arious algebraic structures. A public-k ey (or asymmetric) cryptosystem

consists of an encryption pro cedure, requiring an elemen t pk, along with the

asso ciated decryption pro cedure whic h requires an elemen t sk. The elemen t

pk is made publicly a v ailable, and called the public key , while sk is k ept

secret, and called the private key . The system m ust satisfy the prop ert y

that it is computationally infeasible to reco v er sk from pk. More formally ,

w e giv e the follo wing de�nition.

3

Ellis [Ell70 ] disco v ered it indep enden tly in 1970, but his w orks w ere classi�ed b y a

British go v ernmen t agency un til 1997.
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De�nition 10. A public-key cryptosystem is de�ne d by thr e e sets and thr e e

algorithms. The sets ar e:

� M , the plaintexts sp ac e, �nite or in�nite.

� C , the ciphertexts sp ac e, �nite only if M is �nite.

� R , the r andom c oins sp ac e, �nite, and non-empty only if encryption is

pr ob abilistic.

The thr e e algorithms ar e:

� The k ey generation algorithm G, which outputs a p air (pk; sk) of match-

ing public and private keys, on input 1k
, wher e k is the se curity p ar am-

eter.

� The encryption algorithm E, which, given a plaintext m 2 M and a

public key pk , outputs a ciphertext c 2 C of m . This algorithm may b e

pr ob abilistic (involving r andom c oins).

� The decryption algorithm D , which, given a ciphertext c 2 C and a

private key sk , r eturns the matching plaintext m 2 M , or ? if the

given ciphertext is not valid.

Asymmetric systems are seldom used alone, but as part of an h ybrid

encryption sc heme, to encrypt the secret k ey of a symmetric sc heme, whic h

encrypts the message. This tec hnique is often refered as a k ey encapsulation

mec hanism and data encapsulation mec hanism (�KEM/DEM�). W e will meet

suc h constructions later.

Public k ey cryptosystems are also closely related to the notions of one-

w a y and trap do or functions, but it comes out of the scop e of this rep ort (see

for example [BHSV98, Y ao82 ]).

1.5 Securit y de�nitions

An adv ersarial mo del is the statemen t of what an adv ersary ( i.e one or

sev eral probabilistic algorithms querying oracles) can and cannot do when

attac king the encryption sc heme, so as to study the securit y of the system.

F or public-k ey sc hemes, an y one can encrypt an y message, so the basic attac k

is the c hosen plain text attac k ( CP A ). The n um b er of queries is limited to a

p olynomially b ounded n um b er. F or symmetric sc hemes, CP A attac ks are

mo deled using encryption oracle, whilst in the most basic attac k the adv er-

sary only has a ciphertext of an unkno wn message. The b est securit y lev el

is ac hiev ed in the follo wing mo del:
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De�nition 11. A n adversary is c al le d an adaptiv e c hosen ciphertext ( CCA )

adversary if she c an query the de cryption or acle whenever she wants, to de-

crypt any ciphertext exc ept the given chal lenge(s). The numb er of queries

must b e p olynomial ly b ounde d. If the ciphertext given to the or acle is not a

valid one, the or acle r eturns ? , and the attack c ontinues.

In literature, this mo del is sometimes denoted CCA 2, and CCA is standing

for non-adaptiv e adv ersaries, where queries to the decryption oracle do not

dep ends on the c hallenge.

No w w e review fundamen tal securit y notions: one-w a yness, indistin-

guishabilit y , real-or-random securit y , non-malleabilit y , and seman tic securit y .

W e recall that in CCA mo del, the adv ersary cannot query the decryption or-

acle with the ciphertext computed b y the c hallenger.

De�nition 12 ( O W securit y) . L et A o w = ( A o w

1 ; A o w

2 ) b e an adversary in-

volve d in the fol lowing game:

1. (pk; sk)  G (1k ) : a key p air is gener ate d.

2. �  A o w

1 (pk) : the adversary queries or acle(s) and r eturn a state.

3. m $ � M : a plaintext is r andomly picke d by the chal lenger.

4. c = E(pk; m) : the chal lenger encrypts m and sends c to the adversary.

5. ~m  A o w

2 (�; c ) :

The advantage of an adversary A o w

against one-wayness is

Advo w = Pr[ m = ~m]:

W e say that a cryptosystem is (t; " ) - O W se cur e when any adversary running

in time less than t gets an advantage less than " .

De�nition 13 ( IND securit y) . L et A ind = ( A ind

1 ; A ind

2 ) b e an adversary in-

volve d in the fol lowing game:

1. (pk; sk)  G (1k ) : a key p air is gener ate d, and pk sent to A ind

1 .

2. (m0; m1; � )  A ind

1 (pk) : the adversary r eturns a p air of plaintexts of

e qual length, and a state � .

3. b $ � f 0; 1g: a r andom bit is picke d by the chal lenger.

4. c  E (pk; mb) : the chal lenger encrypts mb, and sends c to A ind

2 .

5.

~b  A ind

2 (m0; m1; �; c ) : the adversary guesses the message which was

encrypte d.
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The advantage of an adversary A ind

against indistinguishability is

Advind = 2 Pr[ b = ~b] � 1:

W e say that a cryptosystem is (t; " ) - IND se cur e when any adversary running

in time less than t gets an advantage less than " .

De�nition 14 ( ROR securit y) . L et A ro r = ( A ro r

1 ; A ro r

2 ) b e an adversary in-

volve d in the fol lowing game:

1. (pk; sk)  G (1k ) : a key p air is gener ate d, and pk sent to A ro r

1 .

2. m0
$ � M ; b $ � f 0; 1g: the chal lenger picks a r andom plaintext and a

value b.

3. (m1; � )  A ro r

1 (pk) : the adversary cho oses a plaintext, sent to the

chal lenger.

4. c  E (pk; mb) : the chal lenger encrypt mb, and sends it to A ro r

2 .

5.

~b  A ro r

2 (m1; �; c ) : the adversary guesses whether her message or an-

other one was encrypte d.

The advantage of an adversary A ro r

in a r e al-or-r andom game is

Advro r = 2 Pr[ b = ~b] � 1:

W e say that a cryptosystem is (t; " ) - ROR se cur e when any adversary running

in time less than t gets an advantage less than " .

De�nition 15 ( NM securit y) . L et A nm = ( A nm

1 ; A nm

2 ) b e an adversary in-

volve d in the fol lowing game:

1. (pk; sk)  G (1k ) : a key p air is gener ate d, and pk sent to A nm

1 .

2. (M; � )  A nm

1 (pk) : a distribution of plaintexts M and a state � ar e

r eturne d by A nm

1 .

3. (m; ~m) $ � M : the chal lenger picks two indep endent r andom plaintexts

ac c or ding to the distribution M .

4. c  E (pk; m) : m is encrypte d and sent to A nm

2 .

5. (R; y)  A nm

2 (m; �; c ) : the adversary c omputes a binary r elation R
and a ciphertext y .

6. x  D (sk; y) .
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The advantage of an adversary against non-mal le ability is

Advnm = Pr [ y 6= c ^ x 6= ? ^ R(x; m)] � Pr [y 6= c ^ x 6= ? ^ R(x; ~m)] :

W e say that a cryptosystem is (t; " ) - NM se cur e when any adversary running

in time less than t gets an advantage less than " .

This last de�nition mo dels the informal notion of non-malleabilit y: an

adv ersary cannot compute a ciphertext me aningful ly r elate d to the message

matc hing a giv en distinct ciphertext. And so a malleable cryptosystem do es

not guaran tee in tegrit y of the ciphertexts, but ma y ensure priv acy .

A cryptosystem is told to b e X - Y secure if it guaran tees X securit y in the

attac k mo del Y . In our con text, w e simply call X - Y secure a system whic h is

(t; " ) - X - Y secure, with t � 2chard
, and " negligible ( i.e. " � 2� chard

), where X

can b e either IND , O W or ROR , and Y can b e either CP A , or CCA .

The t w o follo wing results are pro v ed in [BDPR98]:

Prop osition 3. NM-CP A se curity implies IND-CP A se curity.

Prop osition 4. NM-CCA se curity is e quivalent to IND-CCA se curity.

More generally , NM - Y ) IND - Y ) O W - Y , for all adv ersarial mo del Y ,

and X , X - CCA securit y implies X - CP A securit y , for all securit y notion X . The

next prop osition is pro v ed in [BDJR97]:

Prop osition 5. ROR-CP A se curity is e quivalent to IND-CP A se curity.

The imp ortan t notion of semantic se curity in tro duced b y Goldw asser

and Micali [GM82 ] is equiv alen t [GM84] to IND-CP A securit y; it guaran tees

that the ciphertext rev eals no more information ab out the plain text to a

p olynomially b ounded adv ersary . Note that seman tic securit y implies O W-

CP A securit y , the w eak est lev el of securit y .

T o summarize, w e obtain the follo win relationship:

NM-CP A ( NM-CCA

+ m
Semantic , IND-CP A ( IND-CCA

+ +
O W-CP A ( O W-CCA
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Chapter 2

The TCHO sc heme

A trap do or stream cipher sounds lik e a premiere in cryptograph y , but it is

not exactly one: in 1984 Blum and Goldw asser [BG85] used the Blum-Blum-

Sh ub [BBS86 ] pseudo-random generator to build a probabilistic public-k ey

stream cipher based on the hardness of factoring a RSA mo dulus, and on

the securit y of the generator (see App endix B for details and discussion).

Ho w ev er it is more or less as computationally exp ensiv e as RSA, not w ell

�tted for hardw are as man y streams ciphers do, and not really a trap do or

stream cipher in the strict sense. The idea of putting a trap do or in a LFSR-

based stream cipher has b een brough t b y Camion, Mihaljevic and Imai three

y ears ago [CMI03], but no explicit cryptosystem follo w ed. As a resp onse, the

system TCHO

1

aims at pro viding a secure trap do or stream cipher hardw are-

friendly , and b eing the �rst r e al asymmetric stream cipher. Encryption is

probabilistic, and can b e describ ed as the transmission of a co dew ord o v er

a noisy c hannel, as depicted in Figure 2.1: one small LFSR enco des the

message, while a large one randomly initialized, along with a source of biased

random bits, pro duces the noise. A ciphertext is the X OR of the three

bitstreams. The priv ate k ey is used to �cancel� the bitstream of the second

LFSR, thereb y reducing the noise o v er the co ded message, so as to b e able

to deco de the cyclic linear co de spanned b y the small LFSR.

ENCODERm c

PR G

Figure 2.1: TCHO encryption sc heme.

1

See http://www.tcho.fr for the origins of this name.

13



2.1 Computational problems

The securit y of TCHO relies on the hardness of t w o distinct computational

problems; one dealing with sparse m ultiples of primitiv e p olynomials o v er F2 ,

and a famous one related to some deco ding problems, strongly link ed with

the stream ciphers cryptanalysis �eld. The t w o problems are then merged

in to a single one. In this section w e in tro duce these problems, and state

hardness assumptions in terms of their parameters, regarding to the kno wn

attac ks of these problems.

2.1.1 Finding a sparse m ultiple of a high-degree p olynomial

This problem formalizes the k ey reco v ery problem in TCHO :

Lo w Weight Pol ynomial Mul tiple ( l wpm )

P arameters: Three naturals w , d and dP , suc h that 0 < d P < d and w < d .

Instance: P 2 F2[X ] of degree dP .

Question: Find a m ultiple K of P of degree less than d and w eigh t less

than w .

Unlik e in tegers, e�cien t metho ds are kno wn to factorize a p olynomial o v er a

�nite �eld (Berlek amp's generic deterministic algorithm runs in p olynomial

time in the input's degree, whereas the c heap est metho d kno wn for in tegers

is the sup er-p olynomial GNFS), but �nding a m ultiple of degree and w eigh t

b elo w certain b ounds can b e hard. This problem, or its v arian ts, has b een

imp ortan t in LFSR cryptanalysis since some attac ks are p ossible only when

the feedbac k p olynomial or one of its m ultiple is sparse [MS88, CT00 ]. A

few w orks [GM01, MGV05, Jam00 ] study the distribution of m ultiples of a

giv en w eigh t, but consider the problem of �nding a sparse m ultiple without

the constrain t on the degree. If d is greater than to the order n of P , a

trivial solution is the p olynomial X n + 1 , c ho osing primitiv e p olynomials

w ould a v oid this concern.

W e can compute the a v erage n um b er Nsol of solutions of a l wpm instance.

The probabilit y that exists a m ultiple of P with degree d and w eigh t w is

heuristically

2d� dP

� d
w� 1

�

2d = 2 � dP

�
d

w � 1

�
;

and so

Nsol � 2� dP

dX

i =1

X

j<d;j<w

�
i
j

�
:

In [GM01 ], an exact en umeration form ula is giv en for the n um b er of m ultiples

of w eigh t v (of un b ounded degree, with constan t term 1) of an y primitiv e

p olynomial of giv en degree. Although this expression is useless here, since w e

need a m ultiple of a sp eci�c degree, it giv es an idea of the problem hardness.
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Example 1. A primitive p olynomial of de gr e e 10 has ab out 1018
multiples

of weight 10 with c onstant term 1, but only 339 of weight 3.

W e no w presen t strategies to solv e l wpm . The follo wing are suggested

(refer to [FV06] for more details):

1. Birthda y parado x: memory O
�
2dP =2

�
, time O

�
dP 2dP =2

�
for a single

solution, and O (L logL) for all solutions with L =
� d

(w� 1)=2

�
.

2. Generalized birthda y parado x [W ag02 ]: time O
�

2a+ dP
a+1

�
, if there ex-

ists an a � 2 suc h that

� d
(w� 1)=2a

�
� 2dP =(a+1)

.

3. Syndrome deco ding [CC98 , LB88 ]: time O
�

Poly (d)
�

d
dP

� w� 1
�

.

4. Exhaustiv e searc h: time O
�
Poly (d) 2d� dP

�
for all solutions.

An analysis of these strategies leads to a �rst assumption:

Assumption 1 ([FV06]) . When P is r andomly chosen among the primitive

factors of an unknown sp arse p olynomial, if

� d
w� 1

�
� 2dP

and w log d
dP

�
chard , then l wpm is har d, on aver age.

2.1.2 Deco ding a LFSR co de

Our second problem go es as follo ws:

Noisy LFSR Decoding ( nld )

P arameters: P 2 F2[X ] of degree dP , a natural ` , a bias 0 � 
 � 1.

Instance: y = S`
L P (x) + S`


 .

Question: Reco v er x .

The follo wing strategies are suggested:

1. Information set deco ding: the idea is to randomly pic k dP bits of y ,

and solv e the linear system induced b y the LFSR. T o reco v er x , w e

need to pic k only bits with no error. The probabilit y of this ev en t is

pdP

 . If 
 � 21� chard=dP � 1, it requires o v er 2chard

iterations.

2. Maxim um lik eliho o d deco ding (MLD): this brute force tec hnique con-

sists in trying ev ery p ossible initialization, and return the one minimiz-

ing the Hamming distance b et w een y and the stream pro duced. The

algorithm has a time complexit y in O
�
` � 2dP

�
(it can b e decreased to

O
�
dP � 2dP

�
b y using a fast W alsh transform [L V04a ]).
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3. Iterativ e deco ding: the idea of this approac h is to �nd lo w w eigh t

m ultiples of P forming some parit y c hec k equations, and then deco de

in the lo w-densit y parit y-c hec k co de asso ciated (see [CT00 ]). F or dP �
2chard , deco ding is imp ossible.

A second assumption can th us b e form ulated:

Assumption 2 ([FV06]) . If dP � 2chard and 
 � 21� chard=dP � 1, then nld

is har d.

W e can also state when the problem is solv able

2

:

F act 3 ([FV06]) . If dQ � ceasy and

q
dQ ln 4

` � d � 
 w
, then nld c an e�ciently

b e solve d.

The link with the correlation attac ks b ecomes ob vious: S`
L P

+ S`

 is cor-

related with S`
L P

, with correlation 1 � p
 .

2.1.3 The hidden correlation problem

W e no w merge l wpm and nld in to a single problem.

Hidden Correla tion ( hc )

P arameters: T w o coprime p olynomials P and Q , of degree resp ectiv ely dP

and dQ , a natural ` , and a 0 � 
 � 1.

Instance: y = S`
L Q (x) + S`

L P (r ) + S`

 , with r an unkno wn random bitstream

of length deg(P) .

Question: Reco v er x .

Coprime p olynomials are required so that the deco ding is not am biguous.

A hc instance can b e reduced to an nld instance: if w e m ultiply y b y a

m ultiple K of P , of degree d, b y the w e get the stream

z = K 
 (S`
L Q (x) + S`

L P (r ) + S`

 ) = K 
 (S`

L `
Q (x) + S`


 ):

This bitstream is th us of length ` � d. By linearit y , w e obtain a stream

pro duced b y L Q with initial state x0
, with noise of bias 
 w

, since eac h bit a

sum of w bits noised with bias 
 :

SL Q (x0) + S`

 w :

Note that the noisy bits with bias 
 w
are correlated, dep ending on the o�sets

of the non-zero co e�cien ts of K . Exp erimen ts sho w that K 
 S `

 b eha v es

mostly lik e S` � d

 w .

2

The lo w er b ound on 
 follo ws from an appro ximation of Shannon's b ound obtained

using C(
 ) � 
 2=ln 4 .
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The matrix M f of the linear application transforming the real initial

state x of L Q to the new initialization x0
can b e calculated, using basic

linear algebra. Let M Q b e the generating matrix of L Q (as presen ted in

Section 1.3.2), and (ki ) i =0 ;:::;1 the co e�cien ts of K , then w e ha v e

M f =
dX

i =0

ki (M Q)d� i
(2.1)

where the sum op eration is the usual matrix addition. Therefore to retriev e

x , giv en the initial state of the L Q in z , it su�ces to in v erse this matrix. It

can b e done in time in O
�

d3
Q

�
b y Gauss-Jordan elimination. T o summarize,

w e reduced an hc instance to one of nld with parameters (` � d; Q; 
 w) .

Other strategies than this reduction are prop osed to solv e hc :

� Consider L P and L Q as a single LFSR, reco v er its initialization ( i.e.

solv e an instance of nld with parameters (`; P � Q; 
 ) ), and deduce

those of eac h LFSR.

� Multiply the ciphertext b y Q to cancel S`
L Q

and, reco v er the initial

state of L P , b y the same pro cess that describ ed ab o v e, except that

here the nld instance has parameters (` � d; P; 
 dQ )

By Assumption 2, w e cannot solv e nld for S`
L P

+ S`

 when dP � 2chard

and 
 � 21� chard=dP � 1, th us these strategies are infeasible for w ell c hosen

parameters.

A last constrain t is link ed to theoretical concerns; if w e suppress the

in�uence of P using a m ultiple K of w eigh t w , the information I 
 one can

get on SL Q (x) is b ounded:

I 
 � ` � C
 w

It also giv es us a large b ound on the information one can obtain on x .

No w, what if an opp onen t computes al l the m ultiples of P of a giv en w eigh t

w ? There are at most

2chard

`w m ultiples of w eigth w , and w e need ones of

degree lo w er than ` , then at most

� `
w

�
2� dP

are suitable. W e deduce the total

information one can get, neglecting the cost of �nding suc h m ultiples:

I =
1X

w=2

` � C
 w min
��

`
w

�
2� dP ;

2chard

`w

�
:

W e deduce the assumption of hc 's hardness:

Assumption 3 ([FV06]) . When P is r andomly chosen among the primitive

factors of an unknown sp arse p olynomial, if dP � 2chard and 
 � 21� chard=dP �
1, and I � 1, then hc is har d, on aver age.
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2.2 The public-k ey sc heme

A public k ey of TCHO is a high-degree primitiv e p olynomial P , the priv ate

k ey asso ciated is a p olynomial K , sparse m ultiple of P . TCHO encrypts

blo c ks of dQ bits. The parameters of the system are

� [dmin ; dmax ], an in terv al con taining dP ,

� d and w , the degree and the w eigh t of K ,

� 
 , the bias of the random source,

� ` , the length of a ciphertext of one blo c k,

� Q , a p olynomial of small degree dQ (the length of a plain text blo c k).

2.2.1 Key generation

T o �nd a k ey pair, one �rst randomly pic ks a p olynomial of degree d and

w eigh t w , then decomp oses it in to irreducible factors, and lo oks for a primi-

tiv e p olynomial of degree in [dmin ; dmax ] among those factors. A v oiding the

cost of testing primitivit y , whic h is discussed later, the time complexit y of

the k ey generation is in O
�

dmax
dmax � dmin

d2
�

, using the Can tor-Zassenhaus al-

gorithm [CZ81a ].

Some tric k can b e used for the second step: the pro duct of all irreducible

p olynomials of degree dividing d is X 2d
� X , so w e can compute gcd (X 2d

� X
mod K; K ) ; if the p olynomial computed has degree lo w er than d, one kno ws

that K has no factor of degree d, otherwise w e factorize the p olynomial to

�nd one. Although this tec hnique sp eeds up the pro cess for a single degree,

in the w orst case w e w ould ha v e to p erform it for eac h degree in the range

(for a single iteration), that to o m uc h increases the time complexit y of the

algorithm induced.

2.2.2 Encryption and decryption

Let x b e a plain text, i.e. , an elemen t of f 0; 1gdQ
. A ciphertext of x is de�ned

as

TCHO enc(x; r ) = S`
L Q (x) + S`

L P (r 1 ) + S`

 (r2)

where r = r1jj r2 is a random bitstring of su�cien t length, so the encryption is

clearly non-deterministic (it is necessary to guaran tee the seman tic securit y).

One inheren t w eakness of TCHO is its high message expansion; to suit

the constrain ts dQ ha v e to b e m uc h smaller than ` .

Let y b e a ciphertext, i.e. , an elemen t of f 0; 1g`
. T o reco v er the plain text

w e �rst compute

K 
 y � S ` � d
L Q (x0) + S` � d


 w
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where x0
is the image of x b y some in v ertible linear application f . Then, w e

p erform a maxim um lik eliho o d deco ding (MLD) to reco v er x0
, and �nally

compute x = f � 1(x0) . As stated previously , if M Q is the generating matrix

of L Q , the matrix of f is

M f =
dX

i =0

ki (M Q)d� i ;

whic h can b e in v ersed in time O
�

d3
Q

�
. Note that this matrix do es not

dep ends on the ciphertext receiv ed, th us it can b e precomputed.

The cost of MLD is in O
�
(` � d) � 2dQ

�
, and O

�
dQ � 2dQ

�
using a fast

W alsh transform [L V04b ]. The soundness of the system is not guaran teed,

since S`

 can tak e an y v alue of f 0; 1g`

with non-zero probabilit y , and so deco d-

ing ma y fail if the pseudo-random bitstream has a high w eigh t. Indeed ev ery

elemen t of f 0; 1g`
has a non-n ull probabilit y to b e obtained b y encrypting

some plain text, since S`

 tak es all v alues in f 0; 1g`

with non-n ull probabil-

it y . Th us the ciphertext space is f 0; 1g`
. Ho w ev er, not all ciphertexts are

decrypted successfully , and for a giv en k ey pair, the ciphertext space can b e

partitionned in to t w o sets: those whic h are correctly decrypted (the sound

ciphertexts ), and the others (the non-sound ciphertexts ). W e do not emplo y

the adjectiv e valid since it usually stands for an ob ject that cannot ha v e b een

pro duced b y the encryption algorithm.

Since the complexit y of deco ding is not linear in dQ , w e can think w e

had b etter use a small p olynomial Q ( i.e. smaller blo c ks), but the matter is

that the ciphertext expansion factor do es not linearly gro w in terms of dQ .

Th us w e w ould encoun ter some problems of time-memory trade-o�, and the

c hoice of a set of parameters ma y dep end on the user's requiremen ts in time

and amoun t of data encrypted.

2.2.3 P arameters selection

Refering to the ab o v e-stated assumptions, w e giv e securit y constrain ts on

the parameters.

� In order to decrypt successfully , w e m ust b e able to deco de a co dew ord

of length ` � d of a random LFSR co de, noised with bias 
 w
, so w e

need

dQ � ceasy and

r
dQ ln 4
` � d

� 
 w : (2.2)

� Message reco v ery is assumed to b e hard if


 � 21�
chard
dmin � 1 and I � 1: (2.3)
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� Finally , the priv ate k ey K m ust b e imp ossible to reco v er. It is assumed

to b e the case as so on as

�
d

w � 1

�
� 2dmin

and w log
d

dmax
� chard: (2.4)

Example 2. F or chard = 80 , the fol lowing p ar ameters me et these c onstr aints:


 = 0 :98; ` = 13 080; dmin = 6 000; dmax = 6 600; d = 11 560; w = 99; dQ =
20.

2.3 Conclusion

Although the design of TCHO is v ery simple and w ell �tted for an hardw are

implemen tation, some ma jor disadv an tages are its prohibitiv e decryption

time complexit y , of exp onen tial cost, and the absence of an estimate of the

error probabilit y in decryption. Exp erimen tally , for some parameters suiting

the assumptions, this probabilit y is small, as predicted, but not enough to

b e neglected. Exhibiting an exact form ula or ev en an appro ximation of the

theoretical failure probabilit y is di�cult. A lo w er b ound could b e giv en if

the minim um distance of a truncated LFSR co de w as kno wn, but �nding

this distance is hard, and the b ound one could obtain w ould an yw a y b e to o

lo ose to b e signi�cativ e.
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Chapter 3

Implemen tation of TCHO

In this c hapter w e review algorithms for an implemen tation of TCHO, and

presen t the p erformances obtained. TCHO w as implemen ted in C

++

, and

compiled with g++ 3.3.5 . W e gained a precious time using Shoup's library

for n um b er theory [Sho05 ] (NTL), whic h e�cien tly implemen ts all common

op erations in F2[X ], using a confortable and �exible represen tation. It w as

also used for computing p olynomial factorization and gcd . Some help w as

also found in [Arn05, PTVF92 ]. All p erformances w ere measured on 1.5 GHz

P en tium 4 computer.

3.1 Linear feedbac k shift register

When implemen ting LFSR's, the naiv e bit-p er-bit approac h is clearly une�-

cien t and v ery slo w, esp ecially for h uge registers lik e ours, so w e had to �nd

a b etter algorithm.

3.1.1 Algorithm

Inspired from [CM03 , CM01], this algorithm pro duces blo c ks of arbitrary

size from a LFSR of an y larger length. W e �rst in tro duce some notations:

� b: the length of a blo c k (in bits),

� n : the length of the LFSR,

� m = dn
be: the n um b er of blo c ks ( i.e bitstrings of length b) used b y the

LFSR,

� P : the feedbac k p olynomial, pi its i -th co e�cien t, from zero (constan t

term) to n , and P[i ] denotes the i -th blo c k, of b bits, of co e�cien ts,

� B : the new blo c k w e w an t to compute,
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� S : the state of the LFSR; a sequence of blo c ks, S[1]; : : : ; S[m] of size

b.

� � : bit-to-bit X OR op erator,

� � : bit-to-bit AND op erator.

The algorithm is based on the leap-forw ard tec hnique, whose basic idea

is to build the blo c k B b y considering indep enden tly eac h tap, and recording

the future bits lo cated at its o�set. The main pro cedure is comp osed of t w o

stages:

1. build the blo c k considering the taps in v olving only bits of the curren t

state ( i.e. taps o v er b),

2. �nalize the blo c k bit b y bit while considering the taps t i 2 [1; b] (w e

ma y need some of the �rst bits of B to build its last ones).

These steps resp ectiv ely corresp onds to the �rst t w o lo ops of the Algo-

rithm 3.1, and the �nal lo op aims just at up dating the LFSR state. The

taps in [1; b] are treated separately since the future bits at their o�set are

not all kno wn y et, and need to b e computed dynamically .

Here the particular case of a LFSR of length non-m ultiple of b is im-

plicitely handled, and the case with taps in the �rst blo c k of the state leads

to the second step describ ed ab o v e.

3.1.2 Analysis

The time complexit y of the Algorithm 3.1 to build a blo c k of b bits is in

O ( w p(P)) ; w e lo op o v er all the taps of P ab o v e b, and then mak e b iterations

to pro cess the �rst taps. In con trast, the naiv e bit-p er-bit lo oks the d bits

of the register to compute eac h output bit, so the algorithm runs in time

O (bn) = O (b� deg(P)) when computing b bits, th us our algorithm requires

in a v erage 2b times less op erations.

W e did not found an y b etter tec hnique for soft w are implemen tations of

LFSR in the literature. Moreo v er, w e used sev eral precomputations, not

men tionned in the Algorithm 3.1, to sp eed up the generation; w e build t w o

lists of the taps m ultiples and non-m ultiples of b, then treat them separately

in the algorithm, it leads to a gain of ab out 3� dP =32 logical op erations p er

blo c k computed. The a v erage n um b er of elemen tary op erations ( � ; � ; � ; � )

required to build a blo c k in our implemen tation is estimated to

n(2 �
1
2b

) + 6 b:

In the particular case where the taps are all on a b oundary ( i.e. pi 6= 0 )
bjpi ), and when no one (except the constan t term) has an o�set lo w er than
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Algorithm 3.1:

Input: S; P
Output: B

1: B  0
2: for i = b+ 1 ; : : : ; n do

3: if pi then

4: B  B �
�
S[ i

b] � (� i mod b)
�

�
�
S[ i

b � 1] � (i mod b)
�

5: end if

6: end for

7: k  1 � (b� 1)
8: for i = 0 ; : : : ; b� 1 do

9: buf  (B [0] � i ) � (B � (b� i ))
10: if w h(P[0] � buf ) is o dd then

11: B  B � k
12: end if

13: k  k � 1
14: end for

15: for i = m; : : : ; 1 do

16: S[i ]  S[i � 1]
17: end for

18: S[0]  B
19: return B

b, this time complexit y is reduced to

n(
1
2

+
1
b

):

T able 3.1 giv es some examples of time complexities ac hiev ed with this

algorithm (the �eld f.b. is tic k ed when there are no taps in the �rst blo c k).

W e see that w e had b etter using larger blo c ks for our large LFSR L P , and

c ho osing small blo c ks com bined with a trinomial without taps b elo w the

blo c k size for the small LFSR L Q . Ho w ev er tec hnical concerns m ust b e

considered: op erations on the natural t yp e of C

++

, int ( 32 bits) are m uc h

faster than on longer em ulated t yp es, and so w e shall c ho ose b = 32 .

A C implemen tation of this LFSR algorithm indep enden t of TCHO can

b e found at http://www.131002.net .

3.2 Pseudo-random generation with giv en bias

This is a big issue; w eak pseudo-random generators (PR G) ha v e often lead

to unsecure systems in practice, ev en if it w as secure on the pap er, where

the PR G is assumed to b e ideal. W e presen t sev eral algorithms pro ducing a
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deg(P) w p(P) b f.b. cost

20 3 8

p
6

20 3 8 61

6 000 3 000 32

p
3 187

6 000 3 000 32 12 098

6 000 3 000 64

p
3 093

6 000 3 000 64 12 337

T able 3.1: Num b er of op erations to build a blo c k.

bitstream of pseudo-random bits with a giv en bias from a source of uniform

bits. The essen tial concerns are the time complexit y , the n um b er of uniform

pseudo-random bits required to pro duce one bit, and the soundness with the

theoretical bias, expressed as the statistical distance to the ideal distribution,

with the assumption that the uniform generator used is ideal.

3.2.1 Choice of a random source

The candidates

The three follo wing sources are suggested:

1. The rand() function of the C language, based on a linear congruen tial

generator. Its seed is 32 bits long only , so there are only 232
distinct

bitstreams (note 32 < c easy).

2. The PR G ISAA C [Jen96a ]: �ISAA C r e quir es an amortize d 18.75 in-

structions to pr o duc e a 32-bit value. Ther e ar e no cycles in ISAA C

shorter than 240
values. The exp e cte d cycle length is 28 295

values� [Jen96a ].

It is designed to b e cryptographically secure

1

, but is not pr ove d to b e.

The only attac k published is a kno wn plain text one [Pud01 ], and runs

in time complexit y 4:67 � 101 240
. Its seed is 8 192 bits long.

3. The �le /dev/urandom , ph ysical en trop y source on Unix systems.

The third prop osal can already b e dismissed: it cannot b e seeded, th us w e

cannot repro duce a random string, and it requires I/O system calls, slo wing

the generation. Also, some w eaknesses of this generator w ere p oin ted out b y

the analysis p erformed in [GPR06].

Statistical tests

W e use the program ENT [W al98 ], displa ying minimal statistical results: it

is a go o d to ol to compare generators, but the criteria considered are quite

1

A PR G can b e declared crypto gr aphic al ly se cur e when it passes the next-bit test, i.e. ,

when no p olynomial-time adv ersary can predict the k -th bit from the k � 1 previous bits

with probabilit y greater than 1=2.
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sup er�cial, and cannot b e used to v alid cryptographic generators. W e use

samples of one megab yte ( 223
bits). T able 3.2 presen ts the most signi�cativ e

results of ENT, and time records: w e displa y the en trop y of b oth b ytes

and bits, the error p ercen tage in Mon te-Carlo � estimation, the correlation

co e�cien t ( 0 when totally uncorrelated), and the a v erage time for computing

one megab yte of pseudo-random bits.

PR G en t.(b ytes) en t. (bits) � error correlation time

rand() 7:999 1:0 0:30 % � 5:7 � 10� 4 17 ms

ISAA C 7:999 1:0 0:04 % � 2:8 � 10� 4 6 ms

T able 3.2: ENT results.

The Diehard battery of tests [Mar95a] is a set of empirical tests that

m ust b e passed b y a cryptographically secure PR G, (here a h uge p erio d

do es not su�ce, cf. the Mersenne T wister [MN98]): �Most of them seem to

presen t a ma jor leap in sensitivit y to detect particular statistical defects in

sequences of bits o v er the so called standard tests suc h as Chi Square, bias,

v arious correlation tests, en throp y test, picturing randomness and so on.

Diehard tests are thereefore often re�ered to as stringen t tests.� [Mar95a].

Here samples of at least 226
bits are required. ISAA C successfully passed all

the tests, while rand() did not ev en passed one. Moreo v er, it is kno wn that

the lo w er-bits of n um b ers pro duced b y a linear congruen tial generator are

�less random� than higher-bits, and that linear congruen tial generators are

far from b eing secure [Ste87 ].

Final c hoice

ISAA C is clearly a b etter PR G than rand() , moreo v er it is a cryptograph-

ically secure generator suitable for real applications, also used as a stream

cipher in some cases. Both the algorithm and the implemen tation pro vided

b y its author are in public domain. W e shall seed the generator using the

�le /dev/urandom .

L ast minute addition: we found dr amatic �aws in ISAA C, se e App endix

A for details. T o r eplac e ISAA C we suggest to use the keystr e am gener a-

tor QUAD [BGP06], b oth pr ove d se cur e and pr actic al, but r e quiring 1Mo of

memory.

3.2.2 Algorithm G1

This is the algorithm suggested informally in [FV06 ]. The parameters are n ,

the length of the blo c k pro duced, and B , the maximal precision allo w ed ( e.g.

it w ould b e 32 using the t yp e �oat , represen ting �oating p oin t n um b ers with

precision less than 2� 32
). The basic idea is to build a binary tree where the
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lea v es are some w ords of �xed length n . W e �rst describ e the precomputation

steps, then the generation algorithm.

Precomputation

Giv en a bias 0 � 
 � 1, w e ha v e to build a ro oted binary tree represen ting

the probabilit y la w induced, to do this, w e follo w this pro cedure:

1. Compute the probabilit y asso ciated with eac h w ord. F or a w ord of

w eigh t k , it is pn� k

 (1 � p
 )k

. This step is ac hiev ed in O (n) op erations

(the probabilit y is computed once for all w ords of a giv en w eigh t

2

).

2. Decomp ose eac h probabilit y as a sum of in v erse p o w ers of 2, with a

precision b ound B ( i.e. w e do at most B divisions b y 2, for a precision

of 2� B
). It requires O (Bn ) atomic op erations.

3. Build the tree, where eac h lea v e is a w ord (not necessarily distincts),

and a w ord app ears at depth k if and only if its decomp osition in

p o w ers of 2 con tains 2� k
. This pro cess is clearly deterministic, and

runs in time O
�
2B

�
(the maximal n um b er of no des of the tree).

It giv es a global cost in O
�
Bn + 2 B

�
. An example of tree is represen ted in

Figure 3.1. There are at least 2n
lea v es (as m uc h as distinct w ords), and at

most B � 2n
.

00, 1
2

01, 1
8

10, 1
8

00, 1
16

01, 1
16

10, 1
16

11, 1
16

Figure 3.1: T ree of G1 for 
 = 1
2 , B = 4 , n = 2 .

2

This requires the computation of n=2 binomial co e�cien ts (since

� n
k

�
=

� n
n � k

�
). F or

an exact result, computing n! requires n � 1 in teger pro ducts, and the computation of

all the k! do es not requires additional cost, since recorded during the computation of n .

Finally n=2 divisions are realized, and so the cost of computing all the binomials is in

O (n) op erations. Ho w ev er the n um b er of bits in memory is in O (log(n!)) .
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W ord generation

T o pic k a w ord ! , one just go es through the binary tree b y successiv e coin

�ips un til a leaf is met, as describ ed in Algorithm 3.2 ( r i is the i -th bit of r ,

the function ro ot return the ro ot no de of a tree, leftChild and rightChild return

resp ectiv ely the left or righ t c hild of a no de, whic h is a no de to o, and the

function lab el returns the w ord corresp onding to a leaf ). Since the n um b er

of no des is �nite, the algorithm alw a ys �nishes. Its correctness follo ws from

the decomp osition of the probabilit y distribution.

Algorithm 3.2:

Input: r 2 f 0; 1gB
, T (the tree)

Output: ! 2 f 0; 1gn

1: currentNode  root(T)
2: of fset  0
3: while currentNode is not a leaf do

4: if r i = 0 then

5: currentNode  leftChild(currentNode)
6: else

7: currentNode  rightChild(currentNode)
8: end if

9: i  i + 1
10: end while

11: !  label(currentNode)
12: return w

Complexit y

The Algorithm 3.2 clearly runs in time O (B ) . In [FV06] the a v erage n um b er

of un biased bits required to build one biased w ord is lo w er than n + 2 , so the

cost for a single bit is

R
G1

= 1 +
2
n

:

Example 3. F or n = 32 , R
G1

= 1 :0625.

Statistical distance

Let W b e the random v ariable of the w ord outputed b y G1 , Pr
G1

[X = ! ] b e

the probabilit y that G1 outputs the w ord ! , and Pr I [W = ! ] the theoretical

probabilit y asso ciated with that w ord. The statistical distance of G1 from

an ideal generator I is th us

D
G1

=
X

! 2f 0;1gn

�
�
�
�Pr

G1

[W = ! ] � Pr
I

[W = ! ]

�
�
�
� :

27



In a v erage, the theoretical probabilit y di�ers from the e�ectiv e of

2� B

2 , and

so

D
G1

� 2n� B � 1:

3.2.3 Algorithm G1

+

W e remark that in the previous algorithm, w ords of equal w eigh t ha v e the

same probabilit y of o ccurence, th us w e can prop ose an alternativ e algorithm,

where the lea v es are not w ords an ymore, but w eigh ts in f 0; : : : ; ng.

Precomputation

Although the asymptotic time complexit y remains the same than for G1 ,

the a v erage one is reduce for the third step. Th us to build the tree w e follo w

these steps:

1. Compute the probabilit y asso ciated with eac h w eigh t. F or the w eigh t

k 2 [0; n] this probabilit y is (this follo ws a (n; 1 � p
 ) binomial distri-

bution)

pn� k

 (1 � p
 )k

�
n
k

�
:

It requires O (n) op erations, using a non-naiv e algorithm for binomials.

2. Decomp ose eac h probabilit y , lik e for G1 , still in O (Bn ) op erations.

3. Build the tree, in O
�
2B

�
op erations.

No w the tree has at least n lea v es, and at most Bn , instead of 2n
and B � 2n

.

W ord generation

Lik e for G1 , w e �rst randomly pic k a leaf of the tree, using Algorithm 3.2,

where the w ord returned is no w on dlogne bits instead of n (at most dlogne
bits are required to co de an in teger in [0; n]). Then w e randomly pic k a w ord

of the w eigh t k found: w e can use the Algorithm 3.3 ( random(n) returns a

random in teger in [0; n[), or use another tree to pic k the w ord.

Complexit y

The w ord generation algorithm still runs in time O (n) . Compared to G1 , the

n um b er of lea v es is exp onen tially reduced, th us the a v erage cost to select a

w eigh t is ab out logn +2 . T o build a w ord of giv en w eigh t, pic king eac h o�set

one b y one has an a v erage cost of n log n
2 , but w e reac h a lo w er cost using
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Algorithm 3.3:

Input: k (a w eigh t)

Output: ! 2 f 0; 1gn

1: i  0; w  (0; : : : ; 0)
2: while i < k do

3: of fset  random(n)
4: if ! i = 0 then

5: ! i  1
6: i  i + 1
7: end if

8: end while

9: return !

a binary tree: there are in a v erage

� n
n=4

�
p ossible w ords, th us the n um b er of

bits to c ho ose one is ab out log
� n

n=4

�
+ 2 . It giv es a total cost of less than

R
G1

+

=
log

�
n

� n
n=4

� �
+ 4

n

for a single bit.

Example 4. F or wor ds of n = 32 bits, R
G1

= 1 :06, and R
G1

+

� 1:01.

Statistical distance

Let W b e the w ord outputed b y G1

+

. First observ e the follo wing fact: for

a random w ord ! ,

Pr
G1

+

[W = ! j w h(X ) = w h(! )] = Pr
I

[W = ! j w h(X ) = w h(! )]:

That is, once a w eigh t is pic k ed, w e assume that the algorithm randomly

pic king a w ord of this w eigh t b eha v es as an ideal one. So the statistical

distance from G1

+

to an ideal generator is
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D
G1

+

=
X

! 2f 0;1gn

�
�
�
� Pr

G1

+

[W = ! ] � Pr
I

[W = ! ]
�
�
�
�

=
X

! 2f 0;1gn

�
Pr
I

[W = ! j w h(W ) = w h(! )]

�
�
�
�
� Pr

G1

+

[ w h(W ) = w h(! )] � Pr
I

[w h(W ) = w h(! )]
�
�
�
�

�

� 2� B � 1
X

! 2f 0;1gn

Pr
I

[W = ! j w h(W ) = w h(! )]

= 2 � B � 1
X

! 2f 0;1gn

�
n

w h(! )

� � 1

= ( n + 1) � 2� B � 1:

Conclusion

Our v arian t of G1 ac hiev es a m uc h b etter statistical distance, and reduced

requiremen t in time an memory , ho w ev er its construction is a bit more com-

plex, and this ma y not b e w orth its cost for some hardw are implemen tations.

Lik e previously , this kind of algorithm op erating on bits is tedious to handle

in soft w are, w e will presen t another kind of algorithm repro ducing the t w o

stages of G1

+

a bit di�eren tly .

3.2.4 Algorithm G2

Description

This is another blo c k-orien ted algorithm, based on the same idea than G1

+

.

It pro duces a random blo c k in t w o steps:

1. pic k a random w eigth k (follo wing a (n; 1 � p
 ) binomial la w),

2. pic k a random w ord of w eigh t k (uniformly).

The Algorithm 3.4 outputs a w ord ! of size n with resp ect to a bias 0 � 
 �
1; the function distribution(
 ) returns a list of rational n um b ers (oi ) i = � 1;0;:::;n ,

0 = o� 1 < o 0 < � � � < o n = 1 , describing the w eigh ts probabilit y distribution:

oi � oi � 1 = pn� i

 (1 � p
 ) i

�
n
i

�
; 8i 2 0; : : : ; n:

The function frandom() returns a uniform rationnal n um b er in [0; 1], with

precision 2� B
. The probabilit y distribution is precomputed, then the n um b er

of random bits required to pro duce a w ord of size n is roughly
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� B to pic k a w eigh t k with precision 2� B
, B > 1,

� k logn , to c ho ose a w ord of w eigh t k ( logn bits are required to pic k an

o�set in the w ord of length n ).

Algorithm 3.4:

Input: n (blo c k size) ; 
 (a bias)

Output: ! 2 0; 1n

1: (oi ) i =0 ;:::;n  distribution(
 )
2: r  frandom()
3: i  0; weight  � 1
4: while weight < 0 do

5: if r < o i then

6: weight  i
7: end if

8: i  i + 1
9: end while

10: i  0; !  (0; : : : ; 0)
11: while i < weight do

12: of fset  random(n)
13: if wi = 0 then

14: ! i  1
15: i  i + 1
16: end if

17: end while

18: return !

Complexit y

The precomputation consists in partitioning the in terv al [0; 1] � Q in to n +1
subin terv als of magnitude

pk(1 � p)n� k
�

n
k

�
;

for k = 0 ; : : : ; n . This requires O (n) op erations. The Algorithm 3.4 runs in

time O (n) . T o pro duce a blo c k of n bits with precision B and bias 
 , the

cost in terms of uniform random bits is

B + (1 � p
 )ndlogne

That is, for one bit, a cost of

R
G2

=
B
n

+ (1 � p
 )dlogne:
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The additional cost due to o�sets collisions w as neglected here, since neg-

ligible for our high biases. Indeed, the exp ected n um b er of collisions when

pic king a w ord of w eigh t �w = (1 � p
 )n is

�w� 1X

i =1

1X

j =1

i � j
n j =

�w� 1X

i =1

i
n(1 � 1

n )2
=

( �w � 1)( �w � 2)
2n(1 � 1

n )2
:

Example 5. F or B = n = 32 bits and 
 = 0 :98, R
G2

= 1 :05 � R
G1

. The

exp e cte d numb er of c ol lisions is 0:033.

Statistical distance

Lik e in G1

+

, w e get

D
G2

� (n + 1) � 2� B � 1:

3.2.5 Algorithm G3

Description

W e prop ose a di�eren t kind of generator, whic h do es not pro duce blo c ks but

directly a stream of �xed length, with a w eigh t dep ending of the bias; for a

sequence of ` bits, w e will ha v e in a v erage p
 � ` zeros, and th us will build

a sequence of w eigh t exactly b(1 � p
 ) � `e. W e will dev elop this idea in

the follo wing (this tec hnique comes from an idea of Serge V audena y). The

tec hnique suggested ab o v e has another adv an tage: it w ould guaran tee that

the deco ding will not get harder, i.e. that the sequence w on't con tain more

ones than predicted in a v erage. An ob vious dra wbac k is that it reduces the

n um b er of p ossible sequences (of length ` and bias 
 ) to

�
`

(1 � p
 ) � `

�
:

W e no w describ e a generic algorithm (Algorithm 3.5) pro ducing a bitstring

of length ` and w eigh t p (here random(n) returns a uniform random in teger

in [0; n[, and ! i still denotes the i -th bit of the w ord ! ).

Complexit y

The time complexit y of Algorithm 3.5 is clearly in O (n) , and w e do n calls

to the function random . A t eac h lo op, the v alue p + q decreases from one,

th us the total n um b er of uniform random bits required is

X̀

k=1

dlogke � ` + dlog(`!)e:
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Algorithm 3.5:

Input: ` (stream length) ; 
 (a bias)

Output: a w ord v 2 f 0; 1g`

1: p  b ` � p
 e
2: q  ` � p
3: for i = 1 ; : : : ; n do

4: j = random(p + q)
5: if j < p then

6: ! i  0
7: p  p � 1
8: else

9: ! i  1
10: q  q � 1
11: end if

12: end for

13: return !

That is, for one bit, a cost of less than

1 +
log(`!)

`

uniform pseudo-random bits.

Since TCHO shall require bitstring of small w eigh t (high 
 ), w e had

b etter using the strategy , b y pic king o�sets in the w ord, th us requiring

R
G3

= (1 � p
 )dlog `e

uniforms bits p er biased bit.

Example 6. F or ` = 10 000; 
 = 0 :98, R
G3

� 0:13 < R
G2

.

Statistical distance

The di�erence b et w een the theoretical probabilit y and the probabilit y in-

duced b y our construction to output a 0, is

D
G3

�
b̀ � p
 e

`
� p
 :

Fla w

The problem of distinguishing b et w een a bitstream pro duced b y G3 and an

ideal biased generator is trivial: one only has to coun t the ones in the stream,

and pic k the bit sequence whic h has exactly b̀ � p
 e zeros. The adv an tage

is equal to the probabilit y that the ideal random source do es not matc h this

exact v alue.
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Example 7. F or 
 = 0 :95, ` = 100 , we should have b̀ � (1 � p
 )e = 3 ones

in the se quenc e pr o duc e d by G3 . A n ide al biase d gener ator deviates fr om this

numb er with pr ob ability

1 � p97

 (1 � p
 )3

�
100
3

�
� 0:78;

which is the advantage of an adversary on the distinguishing pr oblem.

Suc h a w eakness is alarming for a PR G, and so w e cannot use G3 a priori

in TCHO . But it could b e part of a v arian t of the cryptosystem, taking

adv an tage of the prop erties of this generator; for instance, it guaran tees that

the bias do es not deviate to o m uc h.

3.2.6 Algorithm G4

Description

This generator mixes G2 and G3 : a bitstring of length ` is directly gen-

erated, b y �rst c ho osing a w eigh t, then a w ord of the c hosen w eigh t. It is

equiv alen t to G2 with a blo c k size n = ` .

Complexit y

Lik e for G2 , the precomputation requires the computation of `=2 binomial

co e�cien ts, ac hiev ed in O
�
`(log `)2

�
op erations.

The n um b er of random bits required for one biased bit is in a v erage

R
G4

�
B
`

+ (1 � p
 )dlog `e;

b y neglecting additional cost induced b y the collision ( e.g. for ` = 10 000
and 
 = 0 :985 w e get in a v erage of � 0:0004 random bits p er biased bit

pro duced). Here the exp ected n um b er of collision is ( cf. Section 3.2.4) is

less than

(1 � p
 )2 � `
2

:

The time complexit y of the algorithm ouputing a biased bitstring of length

` is clearly in O (`(1 � p
 )) .

Statistical distance

Lik e G2 the statistical distance to an ideal generator is

D
G4

� (` + 1) � 2� B � 1:
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Example 8. F or ` = 40 000; 
 = 0 :985; B = 64 , the exp e cte d numb er of

c ol lisions is ab out 1:13, le ading to an additional c ost of ab out 0:0004 r an-

dom bits p er bit pr o duc e d. Ne gle cting this c ost, we get R
G4

� 0:117, and

D
G4

� 2� 35
. The the or etic al numb er of r andom bits p er biase d bit r e quir e d

is (information entr opy)

� p
 logp
 � (1 � p
 ) log(1 � p
 ) � 0:081:

Optimalit y

Let p = p
 . The function

B
` + (1 � p) log ` has a unique minim um v alue,

reac hed when

�
B

loge
+ (1 � p)` = 0 ;

that is, for

` =
B

(1 � p) log e
:

F or example, for the previous example w e get ` = 5914, and a cost R
G4

�
0:108.

By substituting in the expression of R
G4

, w e get

(1 � p)(log B � log(1 � p)) ;

whic h reac hes the theoretical optimal v alue (the theoretical amoun t of in-

formation con tained in a bitstring, that is, the binary en trop y of p, cf. Sec-

tion 1.2) when

logB =
plogp
p � 1

:

Since the maxim um of

p log p
p� 1 on ]0; 1[� R is

lim
p! 1

plogp
p � 1

� 1:442;

a quasi-optimal cost will not b e ac hiev ed for large enough v alues of B . In

particular, if w e tolerate a statistical distance as large as (` + 1) � 2� B � 1 = 1 ,

w e can c ho ose B = log ` , and so the cost reac hes the theoretical minimal

v alue when

log log` �
p logp
p � 1

is close to zero, whic h requires ` = 3 to b e b elo w zero.

In the case where a large n um b er of biased bits is required, one often had

b etter c ho ose ` = B=((1 � p) log e) as �blo c k size�, to get the lo w est cost in

terms of random bits.

T o conclude, this generator is v ery c heap in terms of random bits re-

quired, but can nev er reac h a quasi-optimal cost. One ma y b e careful to
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the statistical distance induced ( i.e. B = 32 w ould lead to a high distance

for common TCHO2 parameters). Compared to G2 , the precomputation is

m uc h more costly: computing `! naiv ely is required for an exact estimation

of the probabilit y distribution, and division of n um b ers on ab out ` bits m ust

b e p erformed; w e had b etter use the follo wing Algorithm 3.6, used in the

GMP library [Gra06 ], based on the recurrence relation

�
n
k

�
=

n � k + 1
k

�
n

k � 1

�
:

It requires less than `2
pro ducts and divisions of n um b ers on log ` bits.

Algorithm 3.6:

Input: n; k; k � n=2
Output:

� n
k

�

1: b  n � k + 1
2: for i = 2 ; : : : ; k do

3: b = b� (n � k + i )
4: b = b=i
5: end for

6: return b

If w e tolerate a sligh t loss of precision, w e can �rst estimate ln(n!) , ln(k!) ,

and ln(( n � k)!) using the Gamma function, de�ned b y the in tegral:

�( z) =
Z 1

0
tz� 1e� t dt:

Hence for a natural n , �( n) = ( n � 1)!. The v alue ln �( n +1) can b e appro xi-

mated in constan t time [PTVF92 ], th us appro ximating a binomial co e�cien t

requires a constan t n um b er of m ultiplications and exp onen tiations (the ex-

p onen tiation of e can b e reduced to an exp onen tiation of the in teger 2 to an

in teger p o w er, with three additional pro ducts of small rational n um b ers, so

as to a v oid exp ensiv e �oating p oin t arithmetic). F or instance w e computed

2 000 000!in ab out three seconds, whereas the b est exact algorithms using a

database of prime factors (Sc ho enhage, Lusc hn y) tak es ab out one min ute for

2 000 000!, and the b est without a prime factors (split recursiv e) list tak es

ab out t w o min utes (see [Lus06 ]).

3.2.7 Conclusion

W e o v erview ed sev eral algorithms for biased random generation: G1 has a

somewhat lo w cost in terms of un biased bits, but is not w ell suited for a

soft w are implemen tation, lik e its v arian t G1

+

. The algorithm G2 is more

soft w are-friendly , for roughly the same cost in time and random bits. The
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Algorithm G3 is nsecure, but requires only a few uniform random bits, and

its prop erties ma y b e exploited b y some v arian t of TCHO2 . The last al-

gorithm G4 requires less uniform random bits than bits pro duced, with a

lo w-complexit y and simple implemen tation. A precision b ound B = 64 or

larger shall b e required, dep ending on the v alues of ` . Ho w ev er the pre-

computation is m uc h more exp ensiv e than for G2 , so w e will �nally use

the latter, since w e can reasonnably allo w us a higher n um b er of random

bits from ISAA C, and w e ma y encoun ter large v alues of ` , where G4 exact

precomputations ma y b ecome to o costly .

3.3 Primitivit y testing of a high-degree p olynomial

Here w e brie�y study the problem of testing the primitivit y of a high-degree

p olynomial, since required in the k ey generation pro cedure.

T esting primitivit y of a binary p olynomial is hard. W e recall that an

irreducible binary p olynomial of degree d is primitiv e if and only if its order

is equal to 2d � 1. Otherwise, its order is a divisor of 2d � 1 (and so is o dd).

Th us testing primitivit y b y computing the order is as hard as �nding a factor

of 2d � 1. Indeed, the three problems of computing order of an elemen t in

a group, �nding and recognizing a primitiv e elemen t in a �nite �eld, are all

listed as op en problems in [AM94]. But in our particular case of p olynomials

o v er F2 , maximal orders are Mersenne n um b ers, whic h ha v e some prop erties

relativ e to primalit y testing and factoring; w e presen t some results ab out

these n um b ers, deduce selection criteria for our p olynomial P , factor of K .

W e start b y an estimation of the primitiv e p olynomials prop ortion.

3.3.1 Prop ortion of primitiv e p olynomials

The prop ortion of primitiv e p olynomials among the irreducibles is appro xi-

mated in [FV06] to 8=� 2 � 81 %, where � is in tro duced via Bu�on's needle

problem. So the probabilit y for K to ha v e a primitiv e factor of degree dP is

ab out

8
� 2dP

. Giv en an in terv al [dmin ; dmax ], w e get a probabilit y of

1 �
dmaxY

i = dmin

(1 �
8

� 2 � i
)

that K has a factor of degree in this in terv al.

Ho w ev er, w e can doubt of the accuracy of the estimation 8=� 2
: the exact

en umeration form ula (see App endix C) giv e a prop ortion of primitiv e p oly-

nomials among irreducible, for degrees b elo w 100, of 70 %. Unfortunately

w e cannot compute this v alue for the large degree ranges, since the full fac-

torization is required in the form ula (to compute Euler's totien t and M®bius

functions). Indeed, the probabilit y that a random irreducible p olynomial of
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degree d is primitiv e is exactly

� (2d � 1)
P

mjd �
� d

m

�
2m

:

The n um b er of irreducible p olynomials of degree d can b e sharply appro xi-

mated to 2d=d, but there is no w a y to simply estimate the n um b er of primitiv e

ones.

3.3.2 Kno wn deterministic tests

When 2d � 1 is prime, w e kno w for sure that an y irreducible p olynomial of

degree d is primitiv e (Corollary 1). Th us b y testing for M d primalit y , w e can

trivially pro v e primitivit y in some cases. Ho w ev er, prime Mersenne n um b ers

are seldom, and it su�ces to store in memory the exp onen ts of primes (they

are only t w o exp onen ts of Mersenne primes in [5 000; 1 000]: 9 689 and 9 941),

and w e do not ha v e to use primitivit y tests. In the case where primalit y has

to b e tested, sev eral prop erties of Mersenne n um b ers ma y help.

When 2d � 1 is comp osite, the naiv e metho d is:

1. Get the full factorization 2d � 1 =
Q 1

i =2 p� i
i , where pi is the i -th prime,

and only a �nite n um b er of � i is non-zero.

2. Compute X (2d � 1)=k mod P , where k ranges o v er all the prime factors

of 2d � 1 un til w e �nd 1 (otherwise P is primitiv e).

Riek e et al. [RSP98 ] impro v ed this generic algorithm, but �nding a single

factor of 2d � 1 still has a sup erexp onen tial time cost in d with the b est

kno wn algorithms, th us it is clearly infeasible for our degree ranges ( d >
6 000). Matsumoto [MN98] builds another kind of algorithm for the binary

p olynomials, based on bit to bit op erations, but again it is to o costly to b e

apply ed in TCHO . All the other kno wn metho ds require factoring 2d � 1 or

computing discrete logarithms in F2d , b oth notoriously di�cult.

There exist fast deterministic tec hniques to compute elemen ts of high

order in some �nite �elds [GvP98], but they are not suitable in our case.

Some w orks fo cus on trinomials, and algorithms w ere built to �nd �almost

primitiv e� high degree trinomials [BLZ03 , BZ03 ] . So there is no magical

test a v oiding the order computation, ev en if, as w e see further, Mersenne

n um b ers induce a sligh t adv an tage.

When d is prime, the follo wing theorem giv es a criterion on the prime

factors of M d :

Theorem 5 (F ermat, Euler) . L et p and q b e o dd primes. If p divides 2q � 1,

then p � 1 mod q and p � � 1 mod 8.
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Pr o of. If p divides 2q � 1, then 2q � 1 mod p, and the order of 2 in (Zp)?

divides q, th us it m ust b e q, b ecause it is prime. By F ermat's Little Theorem,

the order of 2 in (Zp)?
divides p � 1, so p � 1 = 2qk. It giv es

2(p� 1)=2 = 2 kq � 1 mod p

so 2 is a quadratic residue mo dulo p, and it follo ws p � � 1 mod 8, whic h

completes the pro of.

This result can b e used to adapt the P ollard's p-1 algorithm, and Er-

atosthene's siev e. When d is not prime, the Elliptic Curv e Metho d is w ell

adapted, but not e�cien t enough to get the full factorization in a reasonnable

time for our ranges of exp onen ts.

3.3.3 Using a non-primitiv e p olynomial

Let's consider the case where P is of unkno wn order: in [FV06] the primi-

tivit y qualit y is required so as not to ha v e X n � 1 as a trivial solution, when

the order is n � d, and a p erio d long enough. The p erio d w ould b e shorter

than ` with probabilit y ab out `=M d , whic h is close to zero.

If P is not primitiv e, and the order n kno wn, it is less than d with

probabilit y ab out d=Md , whic h is also close to zero. So the trivial solution

cannot b e used. But one ma y factorize its order. F or instance, if n = 3p,

w e can build a m ultiple of w eigh t 3 and degree 2n=3, but the probabilit y

that this n um b er is lo w er than ` is close to zero again. A result on the

factorization of X n � 1 ma y b e used:

Theorem 6. Considering p olynomials in the ring Fp[X ], with p prime,

X n � 1 =
Y

mjn

� m (X )

wher e the m -th cyclotomic p olynomial is de�ne d by

� m (X ) =
Y

djm

(X d � 1)� (m=d)

with � is the M®bius function ( m is not ne c essarily prime).

Pr o of. The result follo ws from the M®bius in v ersion form ula (see [LP98 ] Ch.

3, Ÿ13).

The order n has an exp ected v alue close to 2d� 1
(under the reasonnable

assumption that orders are roughly uniformly distributed in [3; 2d � 1]).

When p ossible, exploiting the previous result w ould need to get the full

factorization of n , and compute a n um b er in O
�
2� (n)

�
of com binations of

the factors to hop e �nding some �go o d� m ultiple, whic h is infeasible for our

v alues of d ( � (n) is the n um b er of divisors of n ).

W e conclude that a non-primitiv e p olynomial can b e use with no signi-

�cativ e risk.
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3.3.4 A �lter for primitiv e p olynomials

Here w e brie�y describ e a �lter for non-primitiv e p olynomials. In the fol-

lo wing P is a randomly c hosen irreducible p olynomial, non-primitiv e, of ar-

bitrary degree d c hosen among non-Mersenne prime exp onen ts ( i.e. 2d � 1
is comp osite). A p olynomial passing this test w ould b e declared pr ob ably

primitive . Our test is based on the follo wing trivial prop ert y:

Prop ert y 1. 8k 2 Z; X k� or d (P ) � 1 mod P .

So if X
2d � 1

k 6� 1 mod P for a giv en prime k less than 2d � 1, w e kno w

that k divides the order of P . Con v ersely , if it is 1 mo dulo P , then P is not

primitiv e, and � k(2d � 1) � 1 � � k( ord (P)) , where, � k (n) is the m ultiplicit y

of the prime k in n . If 2d � 1 is square free, then X
2d � 1

k � 1 mod P
implies kj ord (P) . It is conjectured [Guy94] that all prime exp onen t Mersenne

n um b ers are square free, but w e cannot use this result, since primes are

seldom.

The idea of our algorithm is to lo ok for small prime factors of M d , up

to a certain b ound B , and c hec k X
2d � 1

k 6� 1 mod P with k ranging o v er all

these factors, so that w e �nd 1 only if P is not primitiv e.

Algorithm The algorithm T is simply this pro cedure:

1. Find out all the distinct prime factors p1; : : : ; pr of 2d � 1 less than B .

2. F or i = 1 ; : : : ; r :

If X
2d � 1

pi mod P = 1 , then return 0.

3. return 1.

Correctness and complexit y This algorithm is clearly deterministic.

T rivially , for a random P , if P is primitiv e, then T(P) = 1 . If P is not

primitiv e, T(P) = 1 if and only if P 's order has all the pi 's as factors. Let �
b e the probabilit y that T(P) = 1 for a non-primitiv e P .

All the pi can b e found in time O
� p

B � d2
�

using P ollard's rho metho d

(exp onen tial cost in terms of the input's length) . There are at most d

suc h factors, and in a v erage ln ln B . Computing all the X
2d � 1

pi mod P th us

requires O
�
d3

�
op erations in the w orst case (and O

�
d2 ln ln B

�
on a v erage).

What remains to �nd is a b ound on � .
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Reliabilit y It is kno wn [HR17] that the a v erage n um b er of prime factors

of an in teger n is in a v erage ln ln n , and ln ln B for factors less than B (for

high B ), ho w ev er Mersenne n um b ers ma y not b eha v e lik e arbitrary in tegers;

in 1964 Gillies [Gil64 ] made a conjecture ab out the distribution of prime

divisors of Mersenne n um b ers, based on this W agsta� [W ag83 ] estimates the

exp ected n um b er of prime factors of M d b et w een A and B to

X

k

1
k ln(2kd)

� ln ln B � ln ln A

where the sum extends o v er all in tegers k suc h that A < 2kd + 1 � B . Note

that for A = e, w e �nd the a v erage estimate for arbitrary in tegers. Th us the

exp ected n um b er of distinct prime factors less than B is

ln ln B � ln ln 3

since M d is o dd, and the exp ected n um b er of prime factors of M d is

ln
ln M d

ln 3
� ln d � ln ln 2 � ln ln 3:

Estimating the failure probabilit y from an assumption on the orders dis-

tribution is far from b eing trivial, so w e will use a more algebraic approac h

of the problem.

In the decomp osition �eld F2[X ]=hPi , has its d distincts ro ots ( _X; : : : ; _X 2d � 1) .

This �eld has 2d
elemen ts, and th us is isomorphic to K = F2d , and P ro ots

are �; � 2; : : : ; � 2d � 1
for a certain � . The set (1; �; � 2; : : : ; � d� 1) is a linearly

indep enden t family , and spans K as a d-v ectorial space.

By de�nition, P is primitiv e if and only if eac h of its ro ots generates

K �
. In that case all its ro ots are also generators of K �

, since � 's order is

maximal, and they form a set stable b y the F rob enius automorphism.

Let F � K b e the set of all the � suc h that (1; �; � 2; : : : ; � d� 1) is a linearly

indep enden t family . Elemen ts of K n F ha v e their minimal p olynomial of

degree d0 < d , and span a sub�eld of K ; hence their order divides 2d0
� 1,

and d0jd. Con v ersely , if the order of � divides 2d0
� 1 for some d0jd, then

� =2 F . W e ha v e

# f � 2 K?; ord (� )j2d0
� 1g �

2d � 1

2
p

d � 1
;

so the fraction of � 2 K?
not in F is less than logd=(2

p
d � 1).

The probabilit y that a random � , suc h that � 2d � 1=pi
for i = 1 ; : : : ; r , is

not a generator of K , is the probabilit y that a random � 2 Z=2d � 1Z is not

in v ertible giv en the fact gcd (�; p i ) = 1 . This probabilit y is less than

d
B log B ,

let A b e this ev en t. W e deduce
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d B r �
7000 220 37 � 3:3 � 10� 4

7000 230 � 48 � 2:2 � 10� 7

7003 220 2 � 3:3 � 10� 4

7003 230 � 4 � 2:2 � 10� 7

T able 3.3: Filter failure probabilit y .

Pr[NG(� )jA] �
d � p1

B logB
;

where NG is the predicate �not a generator�.

Finally ,

jPr[NG(� )jA; � 2 F ] � Pr[NG(� )jA]j � Pr[� =2 F ] �
logd

2
p

d � 1
;

and so

� = Pr[ P not primitiv e jT (P) = 1] �
d

B logB
+

logd

2
p

d � 1
:

F or common v alues of d in TCHO2 , A negligible failure probabilit y can

b e reac hed (note that the b ound is not tigh t, since w e considered the case of

d factors, whereas they are only ln ln B in a v erage), cf. T able 3.3.

This algorithm easily generalizes for p olynomials o v er the �eld Fp , with

p prime.

3.3.5 Conclusion

W e ha v e sho wn that testing primitivit y w as as hard as factoring a Mersenne

n um b er, whic h is an infeasible task for our exp onen ts, and so w e cannot

deterministically test for primitivit y . Moreo v er, no probabilistic p olynomial

time tec hnique is kno wn at this da y to test primitivit y . W e suggested a de-

terministic �lter, that �nds with high probabilit y non-primitiv e p olynomials

when the b ound is su�cien tly large. W e also sa w that ev en with an oracle

returning the order of P and the full factorization of M d , the probabilit y of

exploiting these v alues is clearly negligible.

Finally , w e c ho ose not to test primitivit y at all, but w e still ha v e to c hec k

that P has no common factor with Q , for the deco ding not to b e am biguous.

3.4 Key generation

W e follo w the pro cess describ ed in Section 2.2.1: �rst pic k a random K
of giv en degree and w eigh t, then lo ok for an irreducible factor of degree in
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[dmin ; dmax ]. When suc h a p olynomial is found, w e ha v e to test whether it is

primitiv e or not; the probabilistic �lter men tionned in the previous section

could b e use, but w e also sho w that an irreducible P coprime with Q su�ces,

th us testing primitivit y is not necessary .

W e �rst p erform the square-free factorization of K , whic h is a straigh t-

forw ard op eration for p olynomials: w e start b y computing the gcd of K and

its deriv ate, then recursiv ely build a decomp osition of the form

K =
Y

K i
i

where the K i are pairwise coprime square-free p olynomials. A t this stage

w e lo ok for a suitable P , but �nding our factor here will seldom o ccur,

regarding to the parameters used. Then w e apply the Can tor-Zassenhaus

algorithm [CZ81b ], the distinct degree factorization, to get the full factor-

ization of K in to p o w ers of irreducible factors, from the square-free factors.

This is a probabilistic algorithm for factoring on �nite �elds, of asymptotic

time complexit y in O
�
n2+ o(1) ln 2

�
, whic h is the b est asymptotic complex-

it y for a factorization algorithm to da y (the b est deterministic algorithm runs

in [Sho90 ] O
�
q1=2(ln q)2n2+ o(1)

�
, where q is the cardinalit y of the �nite �eld).

Example 9. It takes on aver age ab out 2 se c onds to get the ful l factorization

of a p olynomial of low-weight de gr e e 5 000, and b etwe en 20 and 30 se c onds

for a p olynomial of de gr e e 11 560 (default p ar ameter of TCHO ).

The public and priv ate k eys, represen ted as bitstrings, are resp ectiv ely

of length (dP + 1) and (d + 1) bits. T o reduce this length, one can store

the o�sets of the non-zero co e�cien ts, it requires wdlogde bits. If co ding

n um b ers on an arbitrary n um b er of bits is not practical ( e.g. in soft w are),

one can store the p olynomial K=P on d � dP bits, then reco v er K with one

p olynomial m ultiplication (cost in O
�
d2

P

�
).

Example 10. A p olynomial K of de gr e e 13 000 and weight 99 c an b e stor e d

on 99� d log 13 000e = 1 386 bits, inste ad of 13 000 naively.

3.5 Encryption and decryption

A ciphertext is the X OR of three bitstreams; SL P , SL Q , and S
 . In our

implemen tation, these streams are arra ys of 32 bit w ords, whic h are �rst

computed indep enden tly , then xored w ord b y w ord (there is a total of d̀ =32e
w ords).

Decryption is not as easy as the encryption: the bitstream K 
 y , of

length ` � d, is computed using bit op erators on lo w-lev el represen tations of

the stream and K in time O (d � (` � d)) . The matrix M f � 1 is precomputed,

and its in v ersion is p erformed with a function of the NTL, implemen ting the
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Gauss-Jordan algorithm. The pro duct b y this matrix is p erformed after the

MLD, with an algorithm running in time O
�

d3
Q

�
.

Although TCHO is clearly a stream cipher (see Subsection 1.3.1), w e

meet a problem inheren t to the blo c k ciphers, when the message's length is

not a m ultiple of the blo c k size. A broadly solution is to systematically add a

one to the message, then add zeros un til a blo c k is �lled. It has the dra wbac k

to add one blo c k of data to the cipher of messages whose length is a m ultiple

of the blo c k size, and th us can induce an expansion of the message. The

ciphertext ste aling tec hnique can solv e this problem when the blo c k size is

the same for plain and cipher messages, it is not the case here. So w e ha v e

to use the �rst solution.

3.6 Exp erimen tal results

This section gathers practical information ab out our implemen tation, and

b enc hmarks' results, based on the �nal v ersion of the program. T able 3.4

giv es the a v erage time required to compute one a bitstream from a LFSR of

one megab yte, and ` = 15 000 bits, in sev en di�eren t scenarios, dep ending

on the feedbac k p olynomial:

I degree 30,

I I degree 6 000,

I I I degree 6 000, with only taps on blo c k b oundaries,

IV degree 6 000, sparse (w eigh t 50).

scenario 1 Mb ` bits rate

I 290:0 ms 452 � s 3 530 Kb/s

I I 6:8 s 11:0 ms 150 Kb/s

I I I 1:1 s 2:1 ms 930 Kb/s

IV 1:0 s 1:8 ms 1 024 Kb/s

T able 3.4: LFSR p erformances.

T able 3.5 giv es a v erage time required to compute ` bits for ` = 15 000 and

` = 50 000, along with the rate ac hiev ed, using algorithm G4 for di�eren t

biases.

An alternativ e approac h to compute a LFSR output is to use a precom-

puted lo ok-up table: giv en a p olynomial P of degree dP , w e can compute a

table of ` � dP bits, con taining the bitstreams pro duced b y eac h initial state

of L P of w eigh t equal to one. Computing suc h a table tak es less than a sec-

ond using optimized algorithms, then the generation of a bitstream requires
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roughly

`
32 � dP

2 X OR op erations (in our implemen tation, with a 32 bits

pro cessor). Exp erimen tally the time gain is not signi�can t, since memory

access tak es a non negligible time (ab out 70 megab ytes are precomputed for

common parameters).


 ` time rate

0:98 50 000 93 � s 64 Mb/s

0:98 15 000 42 � s 42 Mb/s

0:60 50 000 1 400 � s 4 Mb/s

0:60 15 000 440 � s 4 Mb/s

T able 3.5: PR G p erformances (using G4 ).

In T able 3.6 w e presen t three sets of parameters satisfying the securit y

constrain ts, and sho w in T able 3.7 the time required for the full k ey gener-

ation, the n um b er of trials (n um b er of candidates for K tried), the time for

a full factorization, and for encryption and decryption.

scenario dQ dP 
 w d ` chard

I 16 2 [5 600; 6 200] 0:98 87 11 800 12 600 80
I I 20 2 [6 000; 6 600] 0:98 99 11 560 13 080 80

I I I 20 2 [7 000; 7 700] 0:98 105 13 950 15 900 80

T able 3.6: Scenarios.

scenario k ey generation trials fact. encryption decryption

I 160 s 6 19 s 12 ms 3 s

I I 270 s 12 23 s 12 ms 68 s

I I I 290 s 8 38 s 12 ms 87 s

T able 3.7: Key generation and encryption p erformances.

The high v alues for decryption are due to the exp onen tial cost in dQ of the

MLD. The time necessary for the matrix in v ersion is neglectable regarding

to the cost of the MLD, for these parameters. This implemen tation do es

not use the impro v emen t of the W alsh transform, whic h should reduce the

theoretical time complexit y of a factor

dQ
` � d , but ma y require non negligible

additional computations.
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Chapter 4

The TCHO2 sc heme

W e presen t a v arian t of TCHO , resulting of our study: w e �rst sho w what

kind of co des can b e used to enco de the message, and suggest m uc h b etter

co des than arbitrary LFSR ones for our encryption sc heme. Another in-

no v ation of TCHO2 is that the need for P to b e primitiv e is ob viated ( cf.

discussion in Chapter 3).

4.1 Presen tation

TCHO2 di�ers from TCHO in the co ding applied to the plain text. In TCHO ,

a co de spanned b y an LFSR with an arbitrary primitiv e p olynomial Q w as

used, leading to an exp ensiv e decryption pro cedure. In TCHO2 w e will

instead use a co de C of dimension k and length ` for whic h an e�cien t

deco ding pro cedure exists, and denote C(x) the co dew ord of x in C . This

co de is sub ject to man y constrain ts and cannot b e c hosen at random. In

the decryption pro cess of TCHO , the ciphertext is m ultiplied b y K to cancel

S`
L P

. In this pro cess, the noise source S`

 b ecomes S` � d


 w , but S`
L Q (x) also

b ecomes S` � d
L Q (x0) . In the case of TCHO2 , the m ultiplication b y K b eing a

linear op eration, w e will ha v e K 
 C(x) = ~C(x) , where

~C is a new linear

co de of dimension k and length ` � d. This means that when decrypting a

ciphertext, one will ha v e to deco de in the mo di�ed co de

~C . The only case

where deco ding in

~C can b e e�cien t for an y K is when C is a truncated

cyclic linear co de, that is, C is the output of an LFSR. In that case, as

for TCHO, K 
 C(x) is equal to C(x0) truncated to ` � d bits, where x0
is

obtained from x exactly as with TCHO . TCHO2 is th us at the same time

a generalization of TCHO as things are seen from a more general p oin t of

view, but also a particular case as the only e�cien t solutions w ere already

included in the scop e of the original TCHO.

TCHO2 encrypts a plain text x in the follo wing w a y:

TCHO2 enc(x; r 1jj r2) = C(x) + S`
L P (r 1 ) + S`


 (r2):
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Let y b e a ciphertext of some plain text x . Decryption w orks as follo ws:

1. K is used to delete SL P in y :

K 
 y � ~C(x) + S` � d

 w = y0

where

~C(x) is equal to a truncated co dew ord C(x0) , with x0 = f (x) for

a certain linear application f .

2. y0
is deco ded to �nd x0

, and x = f � 1(x0) is reco v ered.

Note that the matrix of f � 1
can still b e precomputed, since it only dep ends

on K and the co de C used.

4.2 LFSR co des with trinomials

A �rst prop osal, b y Willi Meier, w as to use, instead of an arbitrary primitiv e

p olynomial, a trinomial as feedbac k p olynomial of the LFSR enco ding the

plain text. In that case, deco ding algorithms more e�cien t than MLD exist;

the Algorithm B in [JJ99 ] or Gallagher deco ding as used, e.g. , in [W ag02 ]

for fast correlation attac ks, can b e applied. The success probabilit y of these

algorithms dep ends on the correlation v alue p
 w
, and the ratio b et w een the

length of kno wn output and the size of the LFSR for whic h the initial state is

searc hed for. Again, concerning the reliabilit y of these iterativ e algorithms,

only exp erimen tal results seem to b e a v ailable. F or trinomials it can b e seen

from T able 3 in [JJ99 ] that, for example, correct deco ding is exp ected if

the kno wn output has length 100 times the LFSR-length, and p
 w
is 0:6 or

larger. This clearly impro v es the complexit y of the deco ding, but w e see in

the next section that it can b e reduced again.

4.3 Blo c k rep etition co des

4.3.1 Description and reliabilit y

These co des o�er straigh tforw ard enco ding and deco ding algorithms: for a

blo c k rep etition co de of dimension k and length ` = mk , the co dew ord of

a bitstring x of length k is formed of m con tiguous rep etitions of x , and so

the minim um distance of the co de is m ( m is also equal to the expansion

co e�cien t). Deco ding is p erformed using ma jorit y logic deco ding (MJD),

whic h is equiv alen t to MLD for these co des, but runs in time O (` � d) ,

instead of O
�
k � 2k

�
. This complexit y gap allo ws to encrypt blo c ks larger

than ceasy, and ev en an y length less than ` � d. Note that using a rep etition

co de is equiv alen t to setting Q = X dQ + 1 in TCHO (with dQ = k ).

Here

~C has minim um distance m0 = b(` � d)=kc, but deco ding more than

b(m0� 1)=2c errors (the theoretical b ound for deterministic error correction)
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will b e p ossible. The probabilit y of erroneous deco ding is exactly the prob-

abilit y that at least one bit is more frequen tly erroneous than correct, that

is (if w e assume that the correlation in S
 w
induced b y the deletion of SL P

has no consequence here):

� � 1 �

0

@
m0X

i = dm0=2e

pi

 w (1 � p
 w )m0� i

�
m0

i

�
1

A

k

: (4.1)

This probabilit y can also b e expressed using the cen tral limit theorem (sum-

ming k times on the m0
bits). If � is the random v ariable of the n um b er of

errors on a single bit, the probabilit y that an error o ccurs in the deco ding of

this bit is Pr[� > m 0=2], whic h is equal to

Pr

"
� � m0(1 � p
 w )

p
m0p
 w (1 � p
 w )

>
p

m0
p
 w � 1

2p
p
 w (1 � p
 w )

#

� 1 � ' (
p

m0� )

with � = 
 w=
p

1 � 
 2w
. And so the failure probabilit y obtained is

� � k � ' (� �
p

m0): (4.2)

Here ' is the cum ulativ e distribution function of a standard normal distri-

bution:

' (z) =
1

p
2�

Z z

�1
e� t2=2dt:

If the generator G3 w as used, the error probabilit y w ould b e expressed

di�eren tly; if � = b(` � d)(1� p
 w )e) is the exact w eigh t of the pseudo-random

bitstring, then the probabilit y that giv en bit is badly deco ded b ecomes

r =
�

`
�

� � 1

�
dm0=2eX

i =0

�
m
i

��
` � m0

� � i

�
;

hence the probabilit y of bad deco ding is

� 0 � 1 � (1 � r )k :

The v alue obtained is just a lo w er b ound, since it considers the k bitstrings

of length m0
indep enden tly , whereas they are not. Ev en so, this b ound is

close to the exact v alue, and exp erimen tally it is also close to the v alue of �
found in (4.2) .

W e can no w ask the question: what error probabilit y can w e accept ? W e

m ust b e careful in that c hoice, indeed a v alue as lo w as 2� 23
( � 10� 16

) lo oks

small enough, but it implies in a v erage one error for 223
blo c ks of length k ,

that is, for k = 64 , an exp ectancy of one error for 64 megab ytes of data

encrypted. In 1943, the mathematician Emile Borel informally in tro duced
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four di�eren t scales [Bor43 ], to state that a giv en probabilit y is ne gligible ;

at the terr estrial sc ale , ev en 1=1000 is negligible, but at the c osmic sc ale w e

should only neglect a probabilit y lo w er than 10� 50
. He de�nes an ev en t with

negligible probabilit y as one "which shal l never happ en, or, at le ast, shal l

never b e observe d"

1

. In our case, w e m ust already mak e some assumptions:

will TCHO2 b e used daily to cipher dozens of hard disks, or only mon thly

to encrypt 128 bits of some secret k ey ? The second a�rmation sounds

more realistic, regarded to the cost in space and time of TCHO2 . W e should

also remem b er that requiring an error probabilit y smaller than the one of

hardw are failure w ould b e somewhat stupid. So w e should b e able to tolerate

a failure probabilit y of 10� 10
at our �cryptographic scale�, that is, a wrong

decryption of a blo c k ev ery 500 Mb of data encrypted, or one k ey of 128 bits

o v er 100 000 000.

k dP d w 
 1 � p
 w ` �
I 32 2 [6 600; 7 200] 13 470 89 0:9832 0:39 32 000 1:0 � 10� 6

I I 64 2 [9 000; 9 900] 17 550 97 0:9877 0:35 30 000 4:0 � 10� 4

I I I 128 2 [5 900; 8 200] 24 420 51 0:9813 0:31 48 000 2:9 � 10� 6

IV 128 2 [5 600; 10 400] 20 300 83 0:9837 0:37 62 000 1:7 � 10� 4

V 128 2 [8 500; 9 075] 17 996 81 0:9870 0:36 68 000 7:0 � 10� 11

VI 128 2 [5 800; 7 000] 25 820 45 0:9810 0:29 50 000 8:9 � 10� 9

T able 4.1: Examples of parameters for TCHO2 with rep etition co des.

T able 4.1 sho ws some parameters suiting the securit y constrain ts ( cf.

Assumptions 1 and 4), for chard = 80 . When a high securit y is not required,

and a somewhat high error probabilit y can b e tolerated, m uc h more practical

parameters ma y b e obtained.

4.3.2 Exp erimen tal results

T able 4.2 sho ws p erformances for the rep etition co des scenarios describ ed

in T able 4.1, based on the implemen tation of TCHO . Encryption time is

roughly equal to the time needed to compute S`
L P (r 1) (in all scenarios S`


 is

computed in less than 1 ms), while for decryption the most exp ensiv e op-

1

He then dev elops this though t: �When we state d the single law of chanc e, "events

whose pr ob ability is su�ciently smal l never o c cur", we did not c onc e al the lack of pr e cision

of the statement. Ther e ar e c ases wher e no doubt is p ossible; such is that of the c omplete

works of Go ethe b eing r epr o duc e d by a typist who do es not know German and is typing at

r andom. Betwe en this somewhat extr eme c ase and ones in which the pr ob abilities ar e very

smal l but nevertheless such that the o c curr enc e of the c orr esp onding event is not incr e dible,

ther e ar e many interme diate c ases. W e shal l attempt to determine as pr e cisely as p ossible

which values of pr ob ability must b e r e gar de d as ne gligible under c ertain cir cumstanc es. It is

evident that the r e quir ements with r esp e ct to the de gr e e of c ertainty imp ose d on the single

law of chanc e wil l vary dep ending on whether we de al with scienti�c c ertainty or with the

c ertainty which su�c es in a given cir cumstanc e of everyday life.� (Chapter 3, Ibid. )
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eration is the m ultiplication b y K (ma jorit y deco ding and pro duct b y the

precomputed matrix alw a ys require less than 1 ms). W e giv e a v erage times

for a k ey generation, and the a v erage n um b er of p olynomials factorized (tri-

als) during the pro cedure. The theoretical error probabilit y � w as accurately

v eri�ed exp erimen tally , and so is not rep eated here.

encryption decryption k ey gen. trials

I 29 ms 73 ms 330 s 12
I I 37 ms 53 ms 360 s 6

I I I 42 ms 47 ms 360 s 3
IV 56 ms 170 ms 213 s 2

V 80 ms 215 ms 805 s 10
VI 55 ms 70 ms 682 s 4

T able 4.2: P erformances of TCHO2 with rep etition co des.

Results in T able 4.2 sho w that, while selecting parameters, a trade-o�

m ust b e made b et w een k ey generation time, encryption and decryption time,

and ciphertext expansion. Indeed w e cannot obtain b oth a fast k ey genera-

tion, a lo w error probabilit y , and fast encryption/decryption; the prohibitiv e

time required b y a k ey generation can b e reduced b y using larger degree

ranges, thereb y increasing � and the time of encryption and decryption,

whilst a small degree range allo ws b etter success probabilit y but dramati-

cally slo ws do wn k ey generation. Increasing ` reduces � but induces a h uge

expansion and a high time of encryption and decryption. W e review the pros

and cons of eac h 128 bits scenario prop osed:

I I I A large in terv al [dmin ; dmax ] is c hosen, so the k ey generation time is

reduced, but � is high.

IV Compared to I I I, d is reduced, th us k ey generation is faster, but � is

higher.

V Here w e use a small in terv al and a larger ` , to reac h a m uc h lo w er

failure probabilit y , but k ey generation b ecomes m uc h slo w er.

VI A high degree is c hosen for K , it allo ws to reduce its w eigh t, and the

length ` of a ciphertext, but k ey generation is still long.

So far our soft w are implemen tation of TCHO2 is m uc h slo w er than op-

timized ones of cryptosystems lik e NTR U [Sho05 ], RSA-O AEP [W al98 ], or

elliptic curv es-based systems [Gra06 ], but ma y p erform m uc h b etter on a

dedicated ASIC, since no complex arithmetic is required, and b oth LFSR

and pseudo-random generators are kno wn to b e v ery fast in hardw are (an

LFSR implemen tation in hardw are requires ab out as man y gates than the

register's length, and outputs one bit p er clo c k cycle).
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4.4 Asymptotic parameters

Here w e sho w that secure parameters can b e expressed only in terms of the

dimension k and chard , b y giving expressions in v olving constan t v alues in the

constrain ts form ulas. F or instance, set w = chard , d = chard
2k , ` = � 1d,

dmin = chard
2

, dmax = � 2chard
2

, and 
 = 1 � �=c hard . The securit y constrain ts

are satis�ed pro vided that � 1 > 1, � 2 > 1, and � � ln 4, with the constrain t

that k = O (chard) and k and chard are large enough.

Indeed, the constrain t on the hardness of l wpm , w log d
dmax

� chard , can

b e rewritten k � 2� 2 whic h alw a ys holds for a reasonnable � 2 . W e also need


 � 2
1� chard

dmin
, that is, 1 �

�
chard

� 1 � 2 ln 2
chard

chard
2

and so w e need � � ln 4. Some routine but tedious calculus sho ws that

the failure probabilit y � is asymptotically b ounded with suc h parameters.

Ho w ev er the parameters th us obtained for TCHO2 ma y not b e practical for

small v alues of k and chard , since not tigh t with the securit y constrain ts. With

the parameters ab o v e, k ey generation runs in time O
�
chard

4k2
�

, encryption

in O
�
chard

2k
�

, and decryption in O
�
chard

3k + k2
�

, for parameters pro viding

seman tic securit y against adv ersaries running in time less than O (2chard) .

In comparison, RSA with mo dulus of k bits o�ers k ey generation in time

O
�
k4

�
, encryption in O

�
k2

�
decryption in O

�
k3

�
, and O W-CP A securit y

(namely , the infeasibilit y to factorize the mo dulus) against adv ersaries run-

ning in time

O
�

e( 64
9 k)1=3 (ln k)2=3

�

(GNFS complexit y), and so 2chard
securit y holds with chard = O

�
k1=3

�
, whereas

in TCHO2 the blo c k size and the securit y lev el are almost indep enden t pa-

rameters (w e only need k = O (chard) ).

4.5 Comparison with other cryptosystems

Although soft w are p erformances of with our implemen tation are clearly w orse

than other asymmetric cryptosystems', TCHO2 ma y b e m uc h more comp et-

itiv e in hardw are. Indeed, hardw are implemen tation of RSA [RSA78] is

m uc h more complex [K o c95 ], for example it requires Mon tgomery metho d

to reduce the n um b er of mo dular reduction, whic h is also non-trivial to

implemen t. NTR U [HPS98 ] also requires mo dular reductions, and uses a

sp ecial kind of pro duct b et w een t w o p olynomials with in teger co e�cien ts,

whereas TCHO2 only w orks o v er F2 , m uc h more hardw are-friendly . Elliptic

curv e based systems implemen tation is also non-trivial (it w orks on a large

�nite �eld). Another singularit y of TCHO2 is the indep endence b et w een

a ciphertext length and the securit y (). whic h con trast with RSA, NTR U,

McEliece [ME78 ], and GGH [GGH97] for example.

51



One ma y notice that TCHO2 lo oks lik e McEliece: encryption is �enco de

and add noise�, decryption is �reduce noise and deco de�. Lik e TCHO2 it

in v olv es a matrix pro duct, a precomputed in v ersion of matrices related to the

priv ate k ey . McEliece is based on Goppa co des instead of LFSR co des, and

mostly relies on the NP-hardness of the problem of deco ding an arbitrary

linear co de. But it su�ers from a h uge public k ey (t ypically 219
bits for

secure parameters, whereas TCHO2 's is ab out 213
). Since ma jorit y deco ding

is m uc h more simple than deco ding Goppa co des, w e are con vinced that

TCHO2 is more appropriate than McEliece. In addition, b oth public and

priv ate k ey are m uc h smaller than in McEliece, and decryption requires one

matrix-v ector pro duct instead of t w o. Our h uge ciphertext expansion is

clearly a dra wbac k, but ma y b e acceptable when ciphertexts are not to b e

k ept in memory , and the sole purp ose is to encrypt secret k eys of a symmetric

sc heme.

4.6 Conclusion

This v arian t of TCHO with rep etition co des is m uc h more e�cien t: encryp-

tion and decryption algorithms are faster, larger blo c ks can b e encrypted, a

precise estimate of the decryption failure probabilit y is giv en, and exp erimen-

tal results are m uc h b etter than for TCHO . Besides of that, a h uge expansion

is required to reac h b oth a negligible error probabilit y and an assumed 280

securit y (assuming that c ho osing chard = 80 is reasonnable to da y).

Ev en tually , the bitstream SL P + S
 can b e regarded as trap do or pseudo-

random generator, where the trap allo ws to reduce the noise enough in order

to deco de the noised co dew ord, Other generators of this kind w ould mak e

it p ossible to use other co des (not only linear ones), if the use of the trap

do es not alter the noised pattern. The Blum-Goldw asser [BG85] cipher is an

example of trap do or PR G, where the trap allo ws to reco v er the seed of the

generator, and th us the en tirely cancel the pseudo-random bitstream.
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Chapter 5

Securit y

In this c hapter w e pro v e seman tic securit y of TCHO and TCHO2 , and design

t w o h ybrid encryption sc hemes o�ering IND-CCA securit y .

5.1 One-w a yness and non-malleabilit y

Let's b egin with the w eak est securit y lev el:

Prop osition 6. TCHO2 is (2chard; 2� chard) - O W-CP A se cur e.

Pr o of. It directly follo ws from the securit y assumptions 1, and 2 that a

plain text cannot b e reco v ered with probabilit y greater than 2� chard
in time

less than 2chard
. Hence TCHO2 is (2chard ; 2� chard) - O W-CP A secure.

W e no w state t w o negativ e results on TCHO2 securit y:

Prop osition 7. TCHO is not (O (`) ; 1� " ) - O W-CCA se cur e, for some smal l

" > 0.

Pr o of. Giv en a sound ciphertext, it su�ces to mo dify one bit and ask an

oracle to decrypt it to get with high probabilit y the plain text corresp onding

to the original ciphertext, th us the algorithm runs in constan t time, with

exactly one query to the oracle. The p ositiv e v alue " is the probabilit y that

a ciphertext of some random message is not sound, that should b e small for

w ell c hosen parameters.

As a consequence, it is not IND-CCA secure either, nor NM-CCA secure.

Prop osition 8. TCHO2 is not (O (`) ; 1)- NM-CP A se cur e.

Pr o of. If y is a sound ciphertext of x , then y+ x0jj : : : jjx0
is a sound ciphertext

of x + x0
, for an y x0 2 f 0; 1gk

, with probabilit y 1, th us TCHO2 is malleable

in constan t time, without an y encryption query .
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Also remark the prop ert y that the sum of n sound ciphertexts is a sound

ciphertext, with the same parameters except the bias no w equal to 
 w
. Ho w-

ev er the obtain ciphertext shall b e imp ossible to decrypt, ev en if n = 2 , for

w ell c hosen parameters.

W e can de�ne a non-strict notion of sound ciphertext for a giv en k ey:

at decryption, when p erforming MJD, if the a v erage prop ortion of correct

bits for all the o�set do es not matc h with the bias 
 (for a random bitstring

w e get in a v erage as man y zeros as ones for a giv en o�set), then with high

probabilit y this is not w ell constructed ciphertext. Ho w ev er, indep enden tly

of a k ey pair, an y bitstring of length ` ma y b e a v alid ciphertext. Recall

that w e talk ab ound sound ciphertexts instead of valid ones, since the latter

adjectiv e is commonly used for ob jects that could not ha v e b eed pro duced

b y the encryption algorithm.

5.2 Seman tic securit y

The results in this section are stated for TCHO2 , but hold for TCHO as

w ell.

5.2.1 A su�cien t condition

Theorem 7. If S`
L P

+ S`

 c annot b e distinguishe d fr om S`

0 in time t with an

advantage lar ger than " , then ther e exists � such that TCHO2 is (t � �; " ) -

IND-CP A se cur e.

Pr o of. W e pro ceed b y reduction: let A ro r = ( A ro r

1 ; A ro r

2 ) b e an adv ersary in

a real-or-random game, whic h, giv en a c hosen plain text x = A ro r

1 (1k ) and a

bitstring z of length ` , decides whether z is a ciphertext of x or of an unkno wn

randomly c hosen plain text x0
; this adv ersary returns A ro r

2 (z) 2 f 0; 1g, and

succeeds with an adv an tage " , in time t . Since a ciphertext of TCHO2

consists of some bitstring noised with a random source, the ciphertexts space

is equal to f 0; 1g`
, so there are no trivial instances of the problem, and ev ery

elemen t of f 0; 1g`
can b e a ciphertext of one or sev eral messages.

W e build an adv ersary against the problem of distinguishing S`
L P

+ S`



from S`
0 in the follo wing w a y: giv en an unkno wn instance S`

? , c ho ose a plain-

text x = A ro r

1 (1k ) indep enden tly of S`
? , and compute z = C(x) + S`

? , then

return A ro r

2 (z) . If S`
? is random, then so is z , otherwise z is a sound ciphertext

of x , therefore w e got an adv ersary distinguishing a noised LFSR stream from

random with exactly the same adv an tage than a real-or-random one, in time

greater than t . As real-or-random securit y implies [BDJR97] with no loss

seman tic securit y , TCHO2 is IND-CP A secure unless a signi�can t adv an tage

can b e obtained on the ab o v e problem.
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5.2.2 Distinguishing a noisy LFSR from random

Let P b e a random p olynomial, suc h that deg(P) � ` . In order to determine

whether a bitstring is S`
L P

+ S`

 or S`

0 , one can try to deco de it ( i.e. reco v er

the initial state of L P ). It is imp ossible ( cf. Assumption 2) when dP � 2chard

and 
 � 21� chard=dP � 1. Another strategy consist in m ultiplying the stream

b y P , and deciding whether the obtained stream has bias 
 wP
or not. It is

imp ossible to distinguish a random source with bias 
 wP
from a uniform one

as so on as 
 wP < 2� chard=2
. Instead of m ultiplying b y P , one can m ultiply

b y m ultiples of P of lo w er w eigh t and degree less than ` and exploit the

obtained bits

1

. F or a random P there are in a v erage

� t � 2
v� 2

�
2� dP

m ultiples of

w eigh t v and degree t with non-zero constan t term, eac h m ultiple requiring

at least (` � t)v op erations. Hence the total n um b er of bits of bias 
 v
one

can obtain using all the m ultiples of w eigh t v is appro ximately (for the w orst

P )

Nv � 2� dmax

`X

t= v

(` � t)
�

t � 2
v � 2

�
� 2� dmax

�
` � 1

v

�
: (5.1)

The cost of �nding these Nv bits can b e lo w er-b ounded b y vNv . If 
 v
is

small, the adv an tage of the b est distinguisher is [BSW89 ]

Adv � 
 v
p

Nv=(2� ):

No w, a distinguishing attac k will b e p ossible if the complexit y vNv required

to obtain Nv bits giving an adv an tage Adv of 1 is smaller than 2chard
. The

v alue of v for whic h Adv = 1 is

v =
dmax

log(`
 2e) � logdmax
: (5.2)

It leads to a new assumption.

Assumption 4. If dP � 2chard , 
 � 21� chard=dP � 1, and vNv > 2chard
, wher e

Nv and v ar e given by e quations (5.1) and (5.2) , then S`
L P

+ S`

 c annot b e

distinguishe d fr om S`
0 .

Note that the examples of parameters giv en in T able 4.1 satisfy this

constrain t. W e deduce the follo wing result.

Theorem 8. Under Assumptions 1 and 4, TCHO2 is (2chard; 2� chard) - IND-

CP A se cur e.

5.3 Hybrid encryption IND-CCA secure

In [FV06] the classical F ujisaki-Ok amoto construction [F O99 ] is apply ed to

TCHO. Here w e prop ose to build an IND-CCA secure sc heme based on

1

The same idea w as used in Section 2.1.3 to compute I .
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TCHO2 using t w o generic h ybric constructions, with di�eren t requiremen ts.

Roughly , the basic KEM/DEM needs a stronger encryption sc heme and more

random bits than the F ujisaki-Ok amoto v arian t, but the latter requires t w o

random oracles instead of one, and the message has to b e encrypted b efore

encapsulating the k ey .

5.3.1 KEM/DEM

Here the generic KEM/DEM construction [CS04 ] is used to build an IND-

CCA secure sc heme. Under Assumptions 1 and 4, TCHO2 is O W-CP A se-

cure [FV06]. It is kno wn [Den02 ] that a O W-CP A secure asymmetric sc heme

leads to a IND-CCA secure KEM, so it allo ws us to build a IND-CCA h y-

brid encryption sc heme with the generic KEM/DEM construction [CS04 ],

using Sym , a symmetric cipher that guaran tees indistinguishabilit y under

non-adaptiv e c hosen plain text and ciphertext attac ks, and a random oracle

H :

Encryption. Giv en a message x :

1. Cho ose uniformly a random � in f 0; 1gk
, and a random bitstring r of

su�cien t length.

2. Compute the symmetric k ey:   H (� ) .

3. Encapsulate the k ey: �  TCHO2 enc(�; r ) .

4. Encrypt the message x : y  Symenc( ) (x) .

5. Output the ciphertext (�; y ) .

Decryption. Giv en a ciphertext (�; y ) :

1. Compute the encapsulated k ey:   H ( TCHO2 dec(� )) .

2. Decrypt the message: x  Symdec( ) (y) .

3. Output the plain text x .

5.3.2 F ujisaki-Ok amoto revisited

In [A GK05 , A GKS05 ] the F ujisaki-Ok amoto construction is con v erted to a

tag-KEM/DEM framew ork. The encryption sc heme obtained o�ers IND-

CCA securit y when the public encryption sc heme is O W-CP A and � -uniform

(see de�nition in [F O99 ]), and the symmetric cipher one-time secure ( O W ).

F or instance, one can simply c ho ose Symenc( ) (x) = x + F ( ) for some ran-

dom oracle F , but Sym can b e either a stream cipher or a blo c k cipher.
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The construction requires t w o random oracles H and G . The IND-CP A se-

curit y of TCHO2 implies O W-CP A securit y , and the pro of of � -uniformit y of

TCHO [FV06] applies to TCHO2 as w ell. So the follo wing h ybrid encryption

sc heme is IND-CCA secure.

Encryption. Giv en a message x :

1. Cho ose a random � uniformly in f 0; 1gk
.

2. Compute the symmetric k ey:   G(� ) .

3. Encrypt the message x : y  Sym enc( ) (x) .

4. Encapsulate the k ey: �  TCHO2 enc(�; H (� jjy)) .

5. Output the ciphertext (�; y ) .

Decryption. Giv en a ciphertext (�; y ) :

1. Compute the encapsulated k ey:   G( TCHO2 dec(� )) .

2. Decrypt the message: x  Symdec( ) (y) .

3. Output the plain text x .

5.3.3 Practical concerns

Lik e for a KEM/DEM, only the k ey of the symmetric sc heme is encrypted

with TCHO2, and so parameters shall b e c hosen in function of the k ey length.

T able 4.1 sho ws example of parameters for a k ey of 128 bits, a t ypical length

for symmetric sc hemes. So the t w o constructions encrypt a message with an

o v erhead of as man y bits as in a ciphertext of TCHO2.

On a 4 MHz pro cessor ( 0:25 � s cycle time), a message is encrypted using

an h ybrid construction with an o v erhead of ` bits, whic h is computed in less

than 15 ms for ` = 50 000, when a fast source of random bits is a v ailable.

The additional cost of the symmetric encryption shall not b e an obstacle,

and decryption should also b e v ery fast for rep etition co des, since it only

consists of some simple bit wise op erations, and of the coun ting of the bits in

the truncated co dew ord.

In our soft w are implemen tation, w e ma y use as symmetric cipher the

PR G ISAA C, already used b y the generator of biased pseudo-random bits,

with as symmetric k ey a seed on 128 bits.
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Chapter 6

Deriv ed constructions

W e �rst presen t a v arian t of TCHO2 o v er a larger �nite �eld, then t w o other

v arian ts, one reducing the expansion but not seman tically secure, and one

ac hieving indistinguishabilit y of ciphertexts against some c hosen-ciphertext

adv ersaries, called ICCA .

6.1 TCHO2 o v er Fq

6.1.1 Description

Here K; P 2 Fq[X ], LFSR register elemen ts and output are elemen ts of Fq .

Again, K has degree d and w eigh t w , P has degree dP 2 [dm ; dM ].

A plain text is no w an elemen t of Fk
q , where k is the dimension of the

rep etition co de.

S
 is rede�ned: it pro duces a stream of elemen ts of Fq; 0 with probabilit y

p
 , otherwise a random elemen t of Fq, so eac h b 2 F?
q app ears with probabilit y

(1 � p
 )=q, th us 0 e�ectiv ely app ears with probabilit y p
 + (1 � p
 )=q.

W e still ha v e K 
 SL P = 0 , and K 
 (SL P + S
 ) � S 
 w
. W e will note

p = p
 w
hereafter.

A t decryption, w e obtain

K 
 (SL P + S
 + xjjxjj : : : jjx) = S
 w + x0jj : : : jjx0

for some x0 2 Fk
q . As usual, x is rep eated m = `=k times, while x0

is rep eated

m0 = ( ` � d)=k times.

The linear application transforming x to x0
is de�ned the same w a y than

on F2 .

6.1.2 Reliabilit y

Consider x0
i , the i -th elemen t of the transformed plain text x0

. It is rep eated

m0
times, the exp ected n um b er of unnoised elemen ts is p � m0

. The other

elemen ts are noised with elemen ts of Fq (including 0). So the n um b er of
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�clear� elemen ts is p � m0+ 1� p
q � m0

on a v erage, where the term

1� p
q � m0

can

b e neglected for high enough v alues of 
 and q ( e.g. when 
 = 0 :985, w = 80 ,

and q = 256 ).

Unlik e on F2 , w e do not require absolute ma jorit y of clear elemen ts, hence

w e can allo w an error probabilit y greater than 1=2.

By considering an isolated rep etition of x0
i , let (n j ) j =0 ;:::;q b e discrete

random v ariables, where n0 is the n um b er of unnoised elemen ts among the

m0
rep etitions, and n j , 1 � j � q is the n um b er of elemen ts noised with the

j -th elemen t of Fq, for an arbitrary ordering where the �rst elemen t is 0. The

random v ariable n0 follo ws a binomial la w with parameters (m0; p + 1� p
q ) ,

while eac h n j , 1 � j � q, follo ws a binomial la w with parameters (m0; 1� p
q ) .

Let � j = Pr[ n0 < n j ], the probabilit y that the unnoised bits �lose� again

the j -th noise elemen t, that is,

� j =
m0� 1X

r =0

Pr[n0 = r ] Pr[n j > r ];

and so � j = � j 0
, 81 � j � j 0 � q. Let � = � q. It can also b e expressed with

a standard normal la w as

� = '
�

�
p

m0p
�

�

where � = � p2 + p + 2 1� p
q , and ' is is the cum ulativ e distribution function

of a standard normal distribution:

' (z) =
1

p
2�

Z z

�1
e� t2=2dt:

Th us the probabilit y that the elemen t x0
i is bad deco ded is less than

(q � 1) � �:

W e deduce a b ound on the probabilit y of bad deco ding of a w ord comp osed

of k elemen ts (x0
i ) i =0 ;:::;k � 1 :

~� � 1 � (1 � (q � 1)� )k :

Basically , w e shall deco de w ell the elemen t x0
i when p � 1� p

q , and p�m0 �
2, since w e need at least t w o o ccurences of the go o d elemen t to c ho ose it,

whilst the probabilit y that a giv en elemen t of F?
q comes t wice is negligible.

Moreo v er, the p olynomial P should not allo w one to get an adv an tage on

deco ding, so w e need 
 dm =2
to b e small ( dm � 2 � chard ).

The constrain ts on l wpm remains with this sc heme.

Exp erimen ts sho w that the expansion factor do es not get b etter than for

TCHO2 on F2 , since the n um b er of bits of a plain text and a ciphertext are

resp ectiv ely k � logq and ` � logq, if q is a p o w er of 2.
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Example 11. W e found p ar ameters giving a low err or pr ob ability for K of

de gr e e ab out 6 000, ` = 12 000, q = 2 32
and k = 8 , so it encrypt 128 bits in

384 000 bits, with a private key on 192 000 bits.

Ev en tually , this v arian t leads to lo w er v alues of d and ` , but the n um b er

of bits of a k ey and a ciphertext shall increase. Implemen tation in hardw are

ma y b e harder, ho w ev er it ma y sp eed up LFSR's pro cessing in soft w are when

using extension �elds of degree 8 or 32. The n um b er of random bits in terms

of ` and dP will increase (to randomly pic k elemen ts of Fq ), ho w ev er w e shall

use smaller ` and dP than in TCHO2 .

6.2 A w eakly secure sc heme with reduced expan-

sion

Assume that the PR G can b e seeded with exactly k bits. Let's call this new

sc heme TCHO3 . One encrypts a plain text x on dP bits with the follo wing

algorithm:

1. set r $ � f 0; 1gk
,

2. set y  S L P (x) + C(r ) + S
 (r ) ,

3. return the ciphertext y .

The decryption algorithm is:

1. reco v er r from y (usual TCHO2 decryption),

2. compute SL P (x) b y eliminating S
 (r ) and C(r ) ,

3. get the initial state x , whic h is the bitstring formed b y the �rst dP bits

of SL P (x) ,

4. return the plain text x .

The decryption pro cedure is almost the same than in TCHO2 , an adv ersary

clearly obtains no more information on the co dew ord from a ciphertext.

Complexities of encryption and decryption do not signi�cativ ely c hange.

Lik e its elder, this new sc heme is not O W-CCA secure, for the same rea-

sons. It is also malleable in an y adv ersarial mo del, since xoring a ciphertext

of x with some SL P (x0) results in a sound ciphertext of x + x0
.

W e mak e a new assumption, on the PR G S
 :

Assumption 5. If the PR G S
 is se e de d on k � chard bits, then, for r andom

r and r 0
bitstring of length k , S
 (r ) + C(r ) c annot b e distinguishe d fr om

S
 (r 0) + C(r ) with pr ob ability gr e ater than 2� chard
and time less than 2chard

.

60



Prop osition 9. If k � chard and the se curity c onstr aints of TCHO2 ar e

satis�e d, then TCHO3 is O W-CP A se cur e.

Pr o of. If k < c hard , an exhaustiv e searc h on r could b e p erformed, hence w e

require k � chard . By Assumption 4, a CP A adv ersary kno wing SL P (x) + S
 (r )
has no information on x . W e also assumed that the pseudo-random genera-

tor b eha v ed lik e an ideal one, and so r cannot b e reco v ered either (otherwise

w e could �nd SL P (x) , that w ould con tradict the assumption).Moreo v er, w e

pro v ed ( cf. Theorem 8) that SL P (x) + S
 (r ) + C(r 0) do es not leak an y infor-

mation on r 0
to a CP A adv ersary . Therefore, b y Assumption 5, an adv ersary

cannot extract an y information on x nor on r from SL P (x) + S
 (r ) + C(r ) .

W e deduce that TCHO3 is O W-CP A secure.

Prop osition 10. TCHO3 is not IND-CP A se cur e.

Pr o of. In an IND game, where x1 and x2 are the c hosen plain texts, and y the

ciphertext of xb; b 2 f 0; 1g built b y the c hallenger, an adv ersary can compute

y0 = ( X k + 1) 
 (y + SL P (x1) ):

If b = 1 , then y0 � S 
 2 , otherwise it will ha v e bias 0. By computing the

w eigh t of y0
, she th us correctly guess b with high probabilit y , for common

parameters: if there are ab out as man y zeros as ones in y0
, then she returns

x2 , otherwise (clearly more zeros than ones), she returns x1 .

The degree dP is not �xed, but b elongs to an in terv al [dmin ; dmax ], th us

the length of a message blo c k ma y dep end on the k ey generation outputs.

Against this, w e suggest to set dmin to a suitable message length ( e.g. a

m ultiple of 32), and systematically pad with zeros the remaining bits when

dP > d min .

Compared to the original TCHO2 , the ciphertext expansion is clearly

reduced: it allo ws for example to encrypt 5 800 bits instead of 128 in a

ciphertext of 50 000 bits (expansion turns from 390 to 8).

6.3 T o w ards IND securit y against c hosen-ciphertext

adv ersaries

TCHO2 is not O W-CCA , since the attac k er can ask for the decryption of the

c hallenge ciphertext mo di�ed of only one bit, and reco v er with high prob-

abilit y the original message. In an adv ersarial mo del similar to CCA where

the adv ersary w ould not b e able to oracle-decrypt if the message returned is

the c hallenge's one ma y prev en t this kind of attac k: ho w ev er, since TCHO2

is malleable, one can easily build a ciphertext of x + x0
for an y kno wn x0

, and

th us reco v er the c hallenge message x b y querying the oracle for the plain text

x+ x0
. T o solv e this, w e should mo dify the encryption pro cedure to in tro duce

61



a strict notion of valid ciphertext, for example b y in tro ducing redundancy

prop er to the plain text, so as to mak e imp ossible the forgery of a v alid ci-

phertext, of x + x0
for example (this is a particular case of malleabilit y , and

NM-CCA securit y is equiv alen t to IND-CCA securit y). In the follo wing w e de-

�ne the mo del ICCA , and sho w a construction for whic h IND-ICCA securit y

is reac hed.

6.3.1 De�nitions of ICCA and IP A

W e in tro duces a v arian t of the CCA mo del:

De�nition 16. A n adversary is c al le d an irrev ersible adaptiv e c hosen ci-

phertext ( ICCA ) adversary if she c an query the de cryption or acle whenever

she wants, to de crypt any ciphertext exc ept the chal lenges, and any other

valid ciphertext of their plaintexts. The numb er of queries and the numb er

of atomic op er ations must b e p olynomial ly b ounde d.

This states that the adv ersary fails as so on as she queries for the de-

cryption of a ciphertext whose matc hing plain text is already in v olv ed in the

game: the mo del giv es no trivial w a y for the adv ersary to guess whether a

ciphertext is a critical one or not; if an attac k fails b ecause of the query of

a critical ciphertext, this ev en t is not part of the information obtained b y

the attac k er, that is, she do es not kno w that the submitted plain text indeed

encrypts a plain text of the c hallenges, but this has a priori no e�ectiv e sense,

except if the attac k er do es not kno w the rules of the game, or if its memory

can b e mo di�ed, or if she is sc hizoid. Is the ICCA mo del really absurd ?

If an adv ersary queries for the decryption of some message, she probably

do es not kno w the answ er. Mean while, the c hallenger w an ts her not to kno w

that some messages encrypt some publicly kno wn ciphertext m . Assume

she queries for the decryption of a ciphertext of m : the game will end, im-

plicitely sa ying to the adv ersary �y ou should not kno w what just happ ened,

please forget it�, whic h is indeed absurd. But a concrete w a y to mak e this

scenario sound w ould b e one where ciphertexts are sen t to the oracle, but not

remem b ered b y the adv ersary: when the query is legitimate (the ciphertext

do es not encrypts m ), the oracle w ould return b oth the ciphertext and the

plain text, otherwise it w ould return nothing, assuming that the attac k er did

not k eep an y cop y of the ciphertext emitted.

W e no w in tro duce a particular form of the plaintext awar eness notion,

in tro duced in [BR94] (see also [BDPR98]), that will help us to pro v e IND-

ICCA securit y . Informally , an asymmetric cryptosystem is said to b e IP A

(irrev ersibly plain text a w are) if it is practically imp ossible for an adv ersary

to pro duce a v alid ciphertext distinct from the ones already kno wn ( e.g.

giv en b y a c hallenger) without kno wing the matc hing plain text, while ha ving

access to an encryption oracle (the public k ey), with the restriction that the

adv ersary should only build ciphertexts for whic h the matc hing plain text is
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distinct from all the c hallenges giv en in the corresp onding game, and from all

the plain texts matc hing the kno wn ciphertexts. This implicitly states that

an observ er of the adv ersary recording ev ery information in v olv ed in the

construction algorithm should b e able to decrypt the ciphertext pro duced

(otherwise the adv ersary w ould not kno w the plain text, that con tradicts the

initial p ostulate). In the classical de�nition, the restriction stated ab o v e do es

not hold; for instance, RSA is not plain text a w are, since an y in teger stricly

less than the mo dulus is a v alid ciphertext. W e no w giv e a more formal

de�nition of the IP A notion:

De�nition 17. L et A b e a T uring machine querying a r andom or acle, taking

as input

� pk : a public key chosen by a chal lenger,

� L : a list of ciphertexts of r andom unknown plaintexts,

such that b oth jLj , the numb er of or acle queries, and the numb er of atomic

op er ations ar e in = O (Poly (j pk j)) . This machine outputs a bitstring y ,

which is a valid ciphertext of some plaintext not encrypte d L (w.r.t. pk ) with

pr ob ability gr e ater than some " > 0, over al l the L , in time t . W e c al l the

machine A a (t; " ) - ciphertext creator .

A n asymmetric encryption scheme is said to b e ("; � ) - IP A if and only

if, for al l (Poly (j pk j) ; "0) -ciphertext cr e ator A , with "0 � " , ther e exists a

deterministic T uring machine A ?
running in time Poly (j pk j) � the extractor

� such that, for al l y pr o duc e d by A with input L and pk ,

Pr[A ?(A ; L ; pk ) 6= D(y)] � �; 0 � � � 1;

wher e D is the (deterministic) de cryption algorithm.

The scheme is simply c al le d IP A if and only if b oth " and � ar e ne gligible.

The list of ciphertexts L in the ab o v e de�nition mo dels the capacit y of

an adv ersary to ea v esdrop a c hannel. Note that w e assume the existence of

an extractor, but not that an y adv ersary kno ws, or can easily �nd it.

Prop osition 11. If an asymmetric cryptosystem is b oth ("; � ) - IP A and IND-

CP A se cur e, with " ne gligible and � such that

(1 �
1
�

)2chard � 1 � 21� chard;

then it is IND-ICCA se cur e.

Pr o of. In an IND game, an adv ersary has access to a decryption oracle,

but only one v alid ciphertext � the c hallenge � is giv en, whose query to the

oracle is forbidden. Th us the ciphertext creators feeding the ICCA decryption
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oracle all ha v e jLj = 0 . W e sho w that, for all IND-ICCA adv ersary with non-

negligible success probabilit y and p olynomial running time, w e can build an

IND-CP A adv ersary with equal running time and still non-negligible success

probabilit y .

Consider a (�; � ) - IND-ICCA adv ersary for a ("; � ) - IP A sc heme. She mak es

at most � decryption queries to the oracle. Using the IP A extractor instead

of the decryption oracle leads to a p erfe ct simulation with probabilit y greater

than

(1 �
1
�

)� ;

that is, the probabilit y that eac h ciphertext is �decrypted� correctly b y the

extractor. Note that the negation of this is not ev en a pro v ed su�cien t

condition for the failure of the attac k, but w e will assume it. The IND-CP A

adv ersary built this w a y hence succeeds with probabilit y greater than

� � 1 + (1 �
1
�

)� :

If � is non negligible, so is this last v alue, as so on as

(1 �
1
�

)2chard � 1 � 21� chard:

Th us w e built a (�; � � 1 + (1 � 1
� )� ) - IND-CP A adv ersary from a (�; � ) -

IND-ICCA adv ersary , and so is the initial condition on � implies that for all

e�cien t IND-ICCA adv ersary , the decryption oracle can b e replaced b y the

IP A extractor. By in v ersion, IND-CP A securit y implies IND-ICCA securit y ,

pro vided that � v eri�es the inequalit y ab o v e stated.

Prop osition 12. L et V( pk,sk ) b e the numb er of valid ciphertexts for the key

p air ( pk,sk ) . If an asymmetric scheme is O W-CP A and

V( pk,sk )
2` � V ( pk,sk )

�
1

2chard
;

then it is not IP A .

Pr o of. If the ratio of v alid ciphertexts is greater than 1=2chard
, then the ad-

v ersary who randomly pic ks a bitstring of the same length than a ciphertext

obtains a v alid ciphertext with probabilit y greater than 1=2chard
. In this

simple algorithm, the only information the adv ersary has is this ciphertext.

Hence if the sc heme is O W-CP A , an adv ersary cannot reco v er the plain text,

and so no p olynomial time extractor exists. Finally , there exists an adv er-

sary able to compute a v alid ciphertext with probabilit y greater than 1=2chard

suc h that no p olynomial time extractor exists, whic h con tradicts the IP A

de�nition.
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6.3.2 Notion of v alid ciphertext and IND-ICCA securit y

A ddition of deterministic redundancy

Among the k bits of the co dew ord, M con tain the plain text, and R = k � M
the redundancy , de�ned b y a function

R : f 0; 1gM ! f 0; 1gR :

A ciphertext of x is

y = SL P (r 1 ) + C(xjjR(x)) + S
 (r2);

for randomly c hosen r1 and r2 . Giv en a ciphertext y , decryption is p erformed

with the follo wing algorithm:

1. reco v er the co ded w ord xjj r ,

2. if R(x) = r , return the plain text x ,

3. return ? otherwise.

Assume that R is a random injection: in an IND scenario, giv en x1 and

x2 , along with the ciphertext c of one of those, the adv ersary can ask for the

decryption of c + yjjR(x1 + y) + R(x1)jj : : : ; if the oracle answ ers x1 + y ,

then she returns x1 , otherwise (for answ er ? or z 2 f 0; 1gM
), she returns x2 .

Hence no matter ho w �go o d� is R , IND-ICCA securit y will nev er b e ac hiev ed.

A ddition of non-deterministic redundancy

No w the co dew ord on k bits con tains the plain text on M bits, follo w ed b y

N random bits pic k ed b y the encrypter, and �nally R = k � M � N bits for

to the image of the function R , whic h no w tak es t w o argumen ts, x and @,

the latter b eing the bitstring of N random bits ( @m ust b e included in the

co dew ord in order to c hec k a ciphertext's v alidit y). W e de�ne

R : f 0; 1gM � f 0; 1gN ! f 0; 1gR :

A ciphertext of x is

y = SL P (r 1 ) + C(xjj@jjR(x)) + S
 (r2):

The decryption algorithm of y is:

1. reco v er the co ded w ord xjj@jjr ,

2. if r = R(x; @) , return the plain text x ,

3. return ? otherwise.
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The decryption oracle asso ciated w ould return the plain text x , but not @
(nor R(x; @) ). F rom no w w e consider R as a random oracle, and will call

the encryption sc heme TCHO4 .

W e recall that, as TCHO2 , the system created with non-deterministic

redundancy cannot b e IND-CCA , since, in a O W game, a query to the de-

cryption oracle with the c hallenge ciphertext with only one bit mo di�ed

w ould return with high probabilit y the encrypted message. Since the basic

TCHO2 is IND-CP A secure, it trivially still holds with the non-deterministic

redundancy ab o v e describ ed (simply replace x in TCHO2 b y xjj@jjR(x; @) ).

Note the follo wing fact:

@reco v ered ) x reco v ered ;

This implication is trivial ( e.g. X OR the ciphertext with xjj0jj (R(x; @) +
R(0; @)) jj : : : and lo ok for 0 as decrypted message). Ho w ev er the con v erse is

not so ob vious; if w e had � x reco v ered ) @ reco v ered �, an ICCA adv ersary

w ould win an IND game trivially: assuming that the plain text encrypted

is the �rst of the t w o c hallenges plain texts, one reco v ers @, if she is wrong

(she can c hec k it b y applying the strategy to reco v er x from @), she returns

the other c hallenge plain text, and the one c hosen otherwise. Therefore this

implication is su�cien t to win the IND game, but ma yb e not necessary , since

�nding @is not formally required. Th us w e cannot reduce our problem to

the computation of @from x giv en a ciphertext of x .

Let's consider S(x) , the set of all ciphertexts build b y using @as non-

deterministic seed, and � in place of R(x; @) . W e can de�ne a binary equiv a-

lence relation o v er S(x) suc h that t w o elemen ts are equiv alen t if and only if

they w ere built with the same � . Therefore S(x) can b e partitioned in to 2R

subsets of equal size matc hing the equiv alence classes de�ned b y this rela-

tion. Among those classes, only one con tains v alid ciphertexts (and only v alid

ones): the one where � = R(x; @) . Hence if an adv ersary has no information

on R(x; @) , there is no w a y to c ho ose the righ t class with a signi�can t ad-

v an tage. In particular, a triplet (x; @; R(x; @)) cannot b e distinguished from

a triplet (x; @;  );  2 f 0; 1gR ; without querying for R(x; @) . This argumen t

is used to pro v e the follo wing theorem.

Theorem 9. If the c onstr aints r e quir e d for the semantic se curity of TCHO2

tr anslate d to TCHO4 ar e satis�e d, and if R is a r andom or acle, then TCHO4

is (2� R ; 1)- IP A .

Pr o of. Consider an IP A adv ersary A ; b y querying the oracle R , she gets

triplets (x i ; @i ; R(x i ; @i )) , i = 1 ; : : : ; L . Using pk , she also obtains pairs

(x i ; yi ) , i = L + 1 ; : : : ; M , with M = O (j pk j� ) . Let y b e the bitstring

returned b y A . When D(y) = ? or D(y) =2 f x1; : : : ; xM g, let's denote W the

bitstring enco ded in C(W ) , decomp osed in three subbitstrings W = xjj@jjr .

W e can distinguish t w o cases:
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1. x =2 f x1; : : : ; xM g: then A succeeds as so on as r = R(x; @) . W e ha v e

Pr[r = R(x; @)] � 2� R
, since R is a random oracle.

2. r 6= R(x; @) : then A fails with probabilit y 1, since W cannot b e a v alid

ciphertext.

By de�nition of IP A , x cannot b e in f x1; : : : ; xM g, so this is the only cases

w e consider. Finally , Pr[A succeeds ] � 2� R
. Hence an y (Poly ( pk ) ; " ) -

ciphertext creator with " > 2� R
needs to query for R(x; @) , and so the

extractor succeeds with probabilit y strictly greater than 1 � 2� R
, since it

reads the oracle queries of the creator. It pro v es that TCHO4 is (2� R ; 1)-

IP A .

Theorem 10. If (1 � 2� R )2chard � 1 � 2� chard
, then TCHO4 is IND-ICCA

se cur e.

Pr o of. W e kno w that TCHO4 is IND-CP A . By Prop osition 11 and Theorem 9,

the result follo ws.

If R is not a random oracle but a giv en function, it has to satisfy sev eral

prop erties. If R is linear on @( i.e. R(x; @)+ R(x; @0) = R(x; @+ @0) ), then in

an IND game, if x is one of the t w o plain texts c hallenges, one only has to X OR

the ciphertext with 0jj@0jjR(x; @0)jj : : : and query the decryption oracle: if

it answ ers x , then the adv ersary returns x , otherwise she returns the second

plain text. Hence R m ust b e non-linear on @. Moreo v er, w e require that the

n um b er �linear pairs� is small, that is,

max
x

# f (@; @0); @ 6= @0; R(x; @) + R(x; @0) 6= R(x; @+ @0)g
2N � (2N � 1)

�
1

2chard
:

If w e X OR the c hallenge ciphertext with yjj0jjR(y; @0)jj : : : , one ma y

obtain (x + y)jj@jj(R(x; @) + R(y; @0)) in certain cases. T o prev en t this, w e

require

max
y;@0

Pr
x;@

�
R(x; @) + R(y; @0) = R(x + y; @)

�
�

1
2chard

:

The attac k against IND-ICCA securit y men tionned in the previous section

is infeasible as so on as N > c hard and

Pr
@6= @0

[R(x; @) = R(x; @0)] �
1

2chard
;

considering an exhaustiv e searc h on the random bitstring @.

F or instance, if N = chard + 1 , w e require R � N ; so w e need k >
2chard + M , e.g. to encrypt 32 bits with 280

securit y k should b e greater than

192. It induces a ciphertext length of ab out 60 000 bits.
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Conclusion

W e studied the existing probabilistic encryption sc heme TCHO , implemen ted

and impro v ed it; w e designed e�cien t algorithms for the generation of a bi-

ased random bitstring and a large LFSR output, including an almost opti-

mal one for the former. The new cryptosystem TCHO2 leads to a sligh tly

faster encryption, and an exp onen tially faster decryption, while in tro ducing

new securit y constrain ts and ob viating the need for a primitiv e p olynomial

as public k ey . W e pro v ed, under certain assumptions, that b oth TCHO

and TCHO2 could ac hiev e seman tic securit y , and suggest t w o kno wn h ybrid

sc hemes to reac h the strongest lev el of securit y , namely IND-CCA securit y .

W e also suggest sev eral v arian ts of our sc heme, either sacri�cing seman tic

securit y to get a lo w expansion, or reac hing IND-ICCA securit y at the cost of

a h uger expansion.

Applications ma y b e found in em b edded en vironmen ts, to pro vide a sim-

ple encryption pro cedure. P assiv e RFID tags ma y also �nd with TCHO2 a

w a y to use public k ey cryptograph y , actually infeasible with other asymmet-

ric primitiv es on their small arc hitectures; this ma y solv e imp ortan t problems

of priv acy in RFID proto cols. The expansion w ould �only� result in an o v er-

head of ab out 5 Kb in an h ybrid framew ork. Moreo v er, unlik e RSA, TCHO2

w ould not b e harmed b y a quan tum computer, since no feasible quan tum al-

gorithm is kno wn to solv e the problems it relies on (this kind of cryptosystem

is sometimes called p ost-quantum ).

Finally , as TCHO2 securit y only relies on heuristic assumptions, further

w ork could b e dev oted to giving concrete elemen ts of pro of, e.g. concern-

ing the problem l wpm , or �nding other mo dels of trap do or pseudo-random

generators exploiting the error correction capacit y of certain co des.
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App endices

A W eak initial states in ISAA C

W e r epr o duc e b elow a p ap er written at the end of the internship.

Abstract. In this note, w e study the deterministic random bits generator

ISAA C. W e presen t more than 28 135
initial states inducing a strongly biased

distribution of the bits pro duced at the �rst round of the algorithm, and a

strong distinguisher requiring 2176
samples. W e also sho w 232

states that

can b e reco v ered from the �rsts 8 192 bits pro duced in less than 30 seconds

with a pap er an a p en, and p oin t out minor w eaknesses of the algorithm. A

mo di�cation of the algorithm is prop osed to �x some of the �a ws presen ted.

ISAA C is a deterministic random bits generator designed in 1996. Its

author claims [Jen96b ] that it has � no b ad initial states, not even the state

of al l zer os �. W e in v estigated the question, and fo cus in this note on sev-

eral minor w eaknesses and more than 28 135
states. W e start b y presen ting

ISAA C, and end with a prop osal of a mo di�cation of the algorithm.

1 ISAA C

1.1 Presen tation

ISAA C is deriv ed from the stream cipher R C4. Although it is �designe d to b e

crypto gr aphic al ly se cur e� [Jen96b ], no securit y pro of is giv en, and it seriously

lac ks analysis: only statistical tests argue for its securit y [Jen96b ], and un til

no w, only one publication [Pud01 ] tac kled it, presen ting a state reco v ery

attac k running in time 101 240
.

W e follo w the description of the algorithm pro vided in Figure 4 of [Jen96b ];

the in ternal state is an arra y of 256 32-bit w ords, and at eac h round, the algo-

rithm outputs another arra y of 256 32-bit w ords. In the follo wing, S denotes

the initial state, and Si its i th elemen t, while � denotes the �rst output, and

� i its i th elemen t, for i 2 f 0; : : : ; 255g. The generation algorithm tak es as

parameters three v alues a, b and c, the �rst t w o are 32-bit, the third is 8-bit,
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initialized to an arbitrary v alue, and mo di�ed at eac h round: a is used as a

kind of en trop y accum ulator, b con tains the previous pseudo-random w ord,

and c is a simple coun ter, incremen ted at eac h round of the algorithm. Their

initial v alues are public, and are not part of the secret initial state. W e giv e

the generation algorithm in a readable form in Algorithm .1, for an arbitrary

round, where the in ternal state is I , the output is O , and the inputs a, b,

and c are those computed in the previous round. The sym b ol � denotes the

bit wise X OR, + stands for the usual in teger addition, and � , � , are bit

shifting op erators �à la C �.

Input: a, b, c, and the in ternal state I , an arra y of 256 32-bit w ords

Output: an arra y O of 256 32-bit w ords

1: c ! c + 1
2: b ! b+ c
3: for i = 0 ; : : : ; 255 do

4: x ! I i

5: a ! f (a; i) + I (i +128) mod 256
6: I i ! a + b+ I (x � 2) mod 256
7: Oi ! x + S(I i � 10) mod 256
8: b ! Oi

9: end for

10: return O

Algorithm .1: ISAA C algorithm for an arbitrary round.

The v alue f (a; i) in Algorithm .1 is a 32-bit w ord, de�ned for all a and

i 2 f 0; : : : ; 255g as:

f (a; i) =

8
>><

>>:

a � 13 if i � 0 mod 4
a � 6 if i � 1 mod 4
a � 2 if i � 2 mod 4
a � 16 if i � 3 mod 4

:

W e deduce the algorithm used to compute the �rst ouput � from the initial

state S , depicted in Algorithm .2. This redundan t algorithm is giv en for a

b etter understanding of the follo wing dev elopmen ts.

1.2 Observ ations

The notation � stands for the equiv alence mo dulo 232
hereafter.

Theorem 1. F or a r andom initial state S , and �xe d a, b, and c,

Pr
�
9i 2 f 1; : : : ; 255g; � 0 � S0 + Si mod 232�

�
255
256

� 0:9961:
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Input: a, b, c, and the initial state S
Output: the arra y � of 256 32-bit w ords

1: b ! b+ c + 1
2: for i = 0 ; : : : ; 255 do

3: x ! Si

4: a ! f (a; i) + S(i +128) mod 256
5: Si ! a + b+ S(x � 2) mod 256
6: � i ! x + S(Si � 10) mod 256
7: b ! � i

8: end for

9: return �

Algorithm .2: ISAA C algorithm computing the �rst ouput � from the

initial state S .

Pr o of. Let � = f (a;0) + S128 + b + c + 1 + S(S0 � 2) mod 256 , b e the v alue

obtained at line 5 of Algorithm .2, at the �rst iteration ( i = 0 ). A t line 6 ,

when i = 0 , w e get � 0 = S0 + � , where � = � if (� � 10) mod 2566= 0 ,

and � = S(� � 10) mod 256 otherwise. Since S0 is random, (S0 � 2) mod 256
is a random v alue in f 0; : : : ; 255g. Since S128 is random, then � is a random

v alue in f 0; : : : ; 232 � 1g. Hence � � 10 mod 256 6= 0 with probabilit y

255=256, whic h pro v es the result.

When there exists 1 < i < 256 suc h that � 0 = S0 + Si , S0 and i are

correctly guessed with probabilit y resp ectiv ely 2� 32
and 1=255. Th us one

reco v ers S0 and Si for a certain i , with probabilit y 2� 32 � 1=255� 255=256 =
2� 40

, whereas ideally this probabilit y should b e 2� 64
.

Theorem 2. L et i a given value in f 0; : : : ; 255g. F or a r andom initial state

S , and �xe d a, b, and c,

Pr [� 0 � � 1 � S0 � Si ] �
254
2562 � 0:0039:

Pr o of. W e distinguish t w o cases, for random S , and �xed a, b, c:

� i = 1 : from the previous theorem, w e get � 0 � S0+ Sj and � 1 � S1+ Sj ,

for some 1 < j < 256, with probabilit y 254=2562
.

� i 6= 1 : for similar reasons, w e get � 0 � S0 + S1 and � 1 � S1 + Si with

probabilit y 254=2562
.

Ev en tually , for all �xed i , � 0 � � 1 is equiv alen t to S0 � Si with probabilit y

greater than 254=2562
, whic h completes the pro of.

Generalizing this to all the couples (� i ; � j ) , the a v erage n um b er of colli-

sions (of pairs (� i = Se + Sf ; � j = Sg + Sf ) , for some e; f; g in f 0; : : : ; 255g)
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is

254X

i =1

i �
256� i

256
� 43:

Nev ertheless, since there is no trivial w a y to iden tify the colliding pairs among

the 128� 255 = 32 640 p ossible ones, the in terest of this last result is limited.

But note that t w o previous facts w ould b e dramatic if ISAA C w as used as a

k eystream generator; it w ould allo w a passiv e adv ersary to obtain informa-

tion on the k ey (namely the equiv alence class of S0 � Si ) with probabilit y

254=2562
.

Theorem 3. L et N 2 f 1; : : : ; 127g, and set Si = X for al l i > N , and

Si = Y for i � N , with �xe d p ositive inte gers X < 29
and Y < 210

. When

a = b = c = 0 , the fol lowing facts arise:

� if N = 0 , then

� 0 =
�

X + 2Y + 1 if Y 2 f 0; : : : ; 3g
2X + Y + 1 if Y 2 f 4; : : : ; 210 � 1g

;

� if N = 1 , then

� 0 =
�

X + 2Y + 1 if Y 2 f 0; : : : ; 7g
2X + Y + 1 if Y 2 f 8; : : : ; 210 � 1g

;

� and gener al ly, for 0 � N < 128, if S0 = � � � = SN � 1 = k , then

� 0 =
�

X + 2Y + 1 if Y 2 f 0; : : : ; M g
2X + Y + 1 if Y 2 f M + 1 ; : : : ; 210 � 1g

;

with M = max f m; (m � 2) < N g.

Pr o of. These results directly follo w from Algorithm .2. and w ere v eri�ed

automatically with the original source co de [Jen96b ] for all (X; Y ) .

The limitation of X to 29
comes from the fact that ab o v e this limit,

(Si � 10) 6= 0 ( cf. line 6 of Algorithm .2). W e also need Y < 210
so that,

at line 5, w e do not pic k an index less than N , that is, for whic h Si = Y .

F or the general case, the limit M comes from the fact that, at the line 5 of

Algorithm .2, w e shall pic k the v alue Y as so on as Y � 2 is less than N � 1,

and X otherwise. Finally , w e need N < 128 in order to get i + 128 > N
mod 256 for all i 2 f 0; : : : ; N � 1g ( cf. line 4), and so a = X . W e obtain

exactly 29 � 210 � 27 = 2 26
suc h states.
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2 A class of more than 28 135
w eak initial states

2.1 Prop erties

The states considered ha v e a fraction of random elemen ts, and the remaining

elemen ts are �xed to the same v alue.

Set N 2 f 2; : : : ; 256g suc h that Si = X , for all i < N , for a �xed p ositiv e

X < 232
, and the other Si 's are all random 32-bit w ords. Then, for a random

X :

Pr[� i � 2X ] �
N � 1 � i

256
; i = 0 ; : : : ; N � 1:

Indeed, at line 6 of Algorithm .2, w e ha v e x = X , and so S(Si � 10) mod 256
is equal to X if (Si � 10) mod 256 is greater than i and strictly less than

N , that o ccurs with probabilit y ab out (N � 1 � i )=256, b y Theorem 1 The

inequalit y comes from the fact that, if w e pic k an index less than i , the w ord

at this p osition is X with probabilit y 2� 32
. Ev en tually the v alue 2X shall

app ear with high probabilit y , compared to a random bitstream. There are

appro ximately 232� 254 = 2 8 128
suc h w eak states.

F or example, if N = 64 and X = 0 : the last 192 elemen ts of S are

random, and the 64 �rst ones set to 0, then Pr[� 0 = � 1 = 0] � 0:06. Note

that, if N is as small as 2, Pr[� 0 � 2X ] � 1=256 � 0:004, m uc h higher than

the 2� 32
of an ideal generator. No w consider sligh tly di�eren t states; for a

random state where there exists N 2 f 1; : : : ; 253g distinct i 2 f 2; : : : ; 255g
suc h that Si = S0 = S1 = X , not necessarily the �rsts,

Pr[� 0 = 2X ] �
N + 1

256
and Pr[� 1 = 2X ] �

N
256

:

There are more than 253 � 28 096 � 28 103
suc h states, excluding the ones

already captured b y the previous states men tionned.

Analogously , for a random state where there exists N 2 f 1; : : : ; 254g
distinct i 2 f 1; : : : ; 255g suc h that Si = S0 = X ,

Pr[� 0 = 2X ] �
N

256
:

There are more than 254� 28 128 � 28 135
suc h states. W e distinguish this

kind of states from the previous one, b ecause the latter can b e used b y a

distinguisher, while the former are m uc h more n umerous.

2.2 A strong distinguisher

Based on the w eak states presen ted, a str ong distinguisher (see Chapter 3

of [Gol01 ]) is constructed. Brie�y , a strong distinguisher is a probabilistic

p olynomially b ounded algorithm, querying t w o blac k b o xes, eac h returning a

bit sample of �xed length; for one b o x this sample is truly random, while the
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other's is pro duced b y a pseudo-random generator with a random (unkno wn)

initial state.

Here the b o xes shall output samples of 64 bits at eac h query , and the

algorithm shall select as the �ISAA C b o x� the one where the �rst 32 bits are

the most frequen tly equal to the last 32's (that is, when � 0 = � 1 in ISAA C),

and a random b o x if there is equalit y of o ccurences. A random state is w eak

with probabilit y greater than 28 192� 8 103 = 2 � 89
. Th us for a random state,

Pr[� 0 = � 1 = 2X ] � 2� 32 + 2 � 89 2
2562 = 2 � 32 + 2 � 104;

whereas this probabilit y is 2� 32
for a truly random bitstream.

Theorem 4 ([MS01]) . L et D1 , D2 b e distributions, and supp ose that the

event E happ ens in D1 with pr ob ability p and un D2 with pr ob ability p(1+ q) .

Then for smal l p and q, O( 1
pq2 ) samples su�c e to distinguish D1 fr om D2

with c onstant pr ob ability of suc c ess.

Applying this theorem to our distinguisher, w e get p = 2 � 32
and p(1 +

q) = 2 � 32 + 2 � 104
, that is, q = 2 � 72

. Hence the distinguisher requires ab out

2176
samples.

2.3 Consequences

F or more than 28 135
states, the distribution of the � i 's obtained is far from

the uniform one: 2X app ears with probabilit y greater than 2� 8
, m uc h higher

than the 2� 32
exp ected. If suc h a state is used, one can reco v er X with

probabilit y greater than 1=512, since � 0 tak es the v alue 2X with probabilit y

greater than 1=256, and there exists t w o distinct solutions to the equation

2x � 2X , with unkno wn x . Moreo v er, for the �rst kind of w eak states, if N
is greater than, sa y , 216, then 2X app ears in a v erage more than 90 times,

th us X is reco v ered with high probabilit y , and the random elemen ts can b e

computed b y exhaustiv e searc h, so as to �nd the full state, in 240
iterations

of a try-and-c hec k algorithm (there are roughly 272
suc h states).

3 States with a constan t v alue

When Si = X for all i 2 f 0; : : : ; 255g, and a �xed p ositiv e X < 232
, as a

particular case of the states in Section 6.3.2, w e get

Pr[� i � 2X ] �
256� i � 1

256
= 1 �

i + 1
256

:

The exp ected n um b er of i suc h that � i � 2X is so greater than

255X

i =0

(1 �
i + 1
256

) = 127:5:
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Hence more than half of the elemen ts pro duced at the �rst round are � 2X
in a v erage, when Si = X for i = 0 ; : : : ; 255. It is th us straigh tforw ard to

distinguish b et w een a real random bitstream and a one pro duced b y ISAA C

initialized with a state with constan t v alue, since the latter shall ha v e ab out

half of the � i equal to 2X . The full state can ev en b e fully reco v ered, in

constan t time: the equation x � 2X has t w o solutions, trivially computed.

The righ t solution is the one that pro duces � at the �rst round.

4 Mo di�cation of the algorithm

W e mo dify Algorithm .1 to �x the w eaknesses stressed ( cf. line 7).

Input: a, b, c, and the in ternal state I , an arra y of 256 32-bit w ords

Output: an arra y O of 256 32-bit w ords

1: c ! c + 1
2: b ! b+ c
3: for i = 0 ; : : : ; 255 do

4: x ! Si

5: a ! f (a; i) + I (i +128) mod 256
6: I i ! a + b+ I (x � 2) mod 256
7: Oi ! x + a � S(I i � 10) mod 256
8: b ! Oi

9: end for

10: return O

Algorithm .3: Mo di�ed ISAA C algorithm for an arbitrary round.

This new algorithm has the follo wing prop erties:

� The three theorems states in Section 6.3.2 do not hold: w e get � 0 =
S0 + Si � (a � 13 + S128) , for a random state, S128 is random in

f 0; : : : ; 232 � 1g, th us so is a � 13 + S128. This con tradicts the t w o

�rst theorems. The third is trivially con tradicted.

� The w eak states presen ted in Section 6.3.2 ha v e Pr[� 0 � 2X ] � 2� 32
,

for the same reasons than previously .

� The probabilit y stated for the states with a constan t v alue do es not

hold an ymore, but the states are still w eak: for example, the all-zero

state giv es � 0 = a � 13 with probabilit y 255=256.

The Diehard battery of tests [Mar95b ] is a set of statistical tests for DBR G's,

and a success to them is a notorious requiremen t for a go o d DBR G. W e

apply ed those tests to 10 samples of 10 Mb of the original and of the mo di�ed

algorithm, they all successfully passed all the tests. It do es not pro v e nothing,

but guaran tees a minimal qualit y of the pseudo-random bitstream.
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5 Conclusion

A random state is w eak with probabilit y 2� 57
, whic h ma y not b e negligible,

dep ending on the application considered. Indeed, w eak states migh t distort

sim ulations, and harm cryptographic applications. In particular, the all-zero

state should b e a v oided. W e managed to �x some of the problems p oin ted

out, ho w ev er the new algorithm do es not seem secure either. W e hop e that

these results will help to �ll the lac k of study of ISAA C, and will inspire

deep er analysis.
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B The Blum-Goldw asser asymmetric stream cipher

This sc heme w as designed in 1984 [BG85 ]: encryption is non-deterministic,

and the sc heme is IND-CP A secure, assuming the hardness of predicting a

sequence of the BBS [BBS86 ] generator, and of the factorization of a Blum

in teger (at least as hard as a RSA mo dulus).

The public-k ey is a Blum in teger N = pq (b oth p and q m ust b e congruen t

to 3 mo dulo 4), and the secret k ey is the couple factors (p; q) . Encryption

consists in the generation of a k eystream (b0; : : : ; b̀ � 1) , computed as follo ws:

1. r $ � f 2; ` � 1g

2. x0  r 2 mod N

3. F or i = 0 ; : : : ; ` � 1

(a) bi  least signi�can t bit of x i

(b) x i +1  x2
i mod N

4. y  x2`

0 mod N

The v alue y is outputed along with the encrypted message. Giv en y , p
and q, one retreiv e the pseudo-random sequence (b0; : : : ; b̀ � 1) b y computing

x0 the follo wing w a y:

1. rp  y( p+1
4 )`

mod p.

2. rq  y( q+1
4 )`

mod q.

3. x0  q(q� 1 mod p)rp + p(p� 1 mod q)rq mod N .

Wh y decryption w orks ? By F ermat's theorem,

x
p+1

4
i +1 = x

p� 1
2 +1

i � x i mod p;

and so y = x2`

0 � x` mod N , whic h implies y( p+1
4 )`

� x0 mod p. The

Bézout iden tit y giv es q(q� 1 mod p) + p(p� 1 mod q) � 1 mod N , hence,

q(x0q� 1 mod p) + p(x0p� 1 mod q) � x0 mod N:

Note that the random v alue r can also b e reco v ered, b y setting the exp onen ts

of rp and rq to ( p+1
4 )`+1

. Th us it could b e considered as a part of the

message in a deterministic sc heme. If w e only consider the pseudo-random

stream pro duced b y a secret state r , it can b e compared to TCHO2 , where

the seed is a co dew ord and the pseudo-random generation is �randomized�

b y SL P and S
 . The Blum-Goldw asser sc heme can also b e view ed as a

KEM/DEM sc heme, where the encapsulated k ey is r (or x0 ), hidden in y ,

85



and the symmetric cipher is a simple X OR with the message. Th us it is

not essen tially an asymmetric stream cipher, since the �rst secret reco v ered

thanks to the priv ate k ey is not the plain text, but the seed of the BBS

generator; its is a trap do or pseudo-random generator, where the trap allo ws

to reco v er the seed, not to cancel directly the bitstream as TCHO2 do es.

C Num b er of irreducible and primitiv e

p olynomials

T o get a sharp er expression of the a v erage n um b er of trials b efore �nding a

primitiv e p olynomial P in the k ey generation stage, and for curiosit y , w e giv e

here some results on the n um b er of irreducible and primitiv e p olynomials on a

�nite �eld, mainly tak en from the COS ( http://www.theory.cs.uvic.ca/ ).

Prop osition 13. The numb er of irr e ducible p olynomials of de gr e e n over Fq

is

L q(n) =
1
n

X

djn

�
� n

d

�
qd

wher e � is the M®bius function: � (m) is e qual to 0 if m is not squar e-fr e e,

otherwise (� 1)k
with k the numb er of distinct primes in the factorization of

m .

This result is link ed with the domain of com binatorics: L q(n) is also

equal to the n um b er of Lyndon w ords (w ords that are smaller than an y of

their righ t factors, for a lexicographic ordering) of length n on an alphab et

of q distinct sym b ols.

Prop osition 14. The numb er of primitive p olynomials of de gr e e n over Fq

is

Pq(n) =
� (qn � 1)

n
wher e � is Euler's totient function.

Th us the probabilit y that a random irreducible binary p olynomial of

degree n is primitiv e is

� (2n � 1)
P

djn �
� n

d

�
2d

;

note that, if n =
Q

pi 2 P p� i
i , there are

Q
i (� i + 1) divisors of n .

Example 12. Then ther e ar e exactly 52 377 irr e ducible and 24 000 primitive

binary p olynomials of de gr e e 20 ( 45 %), and r esp e ctively 99 858 and 84 672
of de gr e e 21 ( 89 %). F or prime de gr e es le ading to a Mersenne prime, ther e

as as many irr e ducible as primitive p olynomials.
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A kno wn result states that L 2(n) can b e asymptotically appro ximated to

2n=n. W e v erify this exp erimen taly: for degrees in [1; 200] the a v erage error

fraction of the real v alue is roughly 0:015, whereas it is ab out 8:65� 10� 17
for

degrees in [800; 1 000].

Prop osition 15 ([GM01 ]) . The exact numb er of multiples of weight v (with

c onstant term 1) of any primitiv e p olynomial of de gr e e t is

Nd;v =
1

v � 1

�
2t � 2
v � 2

�
� N t;v � 1 �

v � 1
v � 2

(2t � v + 1) N t;v � 2

with initial c onditions N t; 1 = N t; 2 = 0 .
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